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a b s t r a c t

Android has dominated the smartphone market and has become the most popular operating system for
mobile devices. However, security threats in Android applications have also increased in lockstep with
Android’s success. More than 3 million new malware samples, targeting the Android operating system
were discovered in 2017. Although persistent research efforts have been to address these threats
and several detection techniques and tools have been developed as a result, they all exhibit distinct
limitations such that no single solution can claim to solve the Android malware problem. In this paper,
we survey the main mechanisms and approaches for malware detection in Android applications. We
identify the advantages and limitations of each and suggest avenues of research to advance knowledge
in this regard.
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1. Introduction

It is a common truism of computer security that the user
ften inadvertently abets the malware running on his device. To
id in protecting the user against himself, Android’s architecture
s largely concordant with the principle of least privilege, stated
y Saltzer and Schroeder in their seminal 1975 paper [1], and
mposes that an application possesses only the most restrictive
et of permissions possible that can still allow it to perform its
ntended task. However, it is ultimately up to each individual
ser to decide whether or not to install an application, and to
etermine which permissions will be granted to each application.
oogle’s commentary on this issue is as follows [2]:

‘‘When installing an application, users see a screen that ex-
plains clearly what information and system resources the ap-
plication has permission to access, such as a phone’s GPS
location. Users must explicitly approve this access in order to
continue with the installation, and they may uninstall appli-
cations at any time. They can also view ratings and reviews
to help decide which applications they choose to install. We
consistently advise users to only install apps they trust.’’

Nonetheless, when choosing to install an app on their device,
he user is often constrained to act more on intuition than on a
act-based decision process. While the user does have access to
he permissions requested by the app, he may not be cognizant
f the myriad ways in which permissions could be misused to
ompromise the confidentiality, integrity and availability of his
ata. The signature, which identifies the publisher of the code,
s of little use if this publisher is unknown to the end-user. The
ser who opts to obtain apps from third-party stores is exposed to
ven more risks, since these sites frequently contain repackaged
pps.
Antivirus software remain the first line of defense for most

sers. The German security firm AV-Comparatives1 periodically
valuates antivirus software for Windows, Mac OS, Android and
inux. In January 2019, AV-Comparatives tested 250 anti-virus
ools on more than two thousand Android apps, with bleak re-
ults [3]. Only 80 of them detected a paltry 30% of malicious apps.
ver sixty others relied upon a pre-set white list of permitted
pp names, and did not even perform an elementary scan of the
pp beyond checking its name from that list. In fact, some of the
nti-viruses tested failed to block a single malicious app from the
esting dataset.

Even worse, anti-viruses themselves can carry malware or
xploitable vulnerabilities. Indeed, two entries in the Drebin mal-
are database are antivirus apps [4]. In this context, it is useful
o remember that anti-viruses run continuously on the user’s

1 https://www.av-test.org/en/.
2

devices, often with elevated privileges. They thus form an ideal
vector to gather data about a user surreptitiously.

Even when they do perform as intended, only 23 of the 250
tools AV-Comparatives examined achieved 100% detection rates,
which shows that anti-viruses have limitations. More particu-
larly, any approach based on signatures is inherently reactive,
and cannot provide proactive protection of emergent threats.
Note that the dataset used by AV-Comparatives consisted of the
‘‘2000 most common Android malware threats of 2018’’. As the
authors themselves observe, with such a benchmark, detection
rates between 90% and 100% ‘‘should be easily achieved’’.

Because of their limitations, anti-viruses should be supple-
mented by methods based on static analysis and dynamic mon-
itoring of the code. These are tools that will analyze an app to
determine if its behavior conforms with a security policy, rather
than rely on a signature or a blacklist. The development of these
methods is an important current topic of academic and industrial
research.

In this paper, we survey the current state of the art of aca-
demic research on the topic of malware detection in Android
apps, focusing particularly on the more recent developments.
Most techniques can broadly be categorized as static methods,
which endeavor to detect malware before it is executed, or dy-
namic analysis that observes the execution of a potentially mali-
cious application and reacts to a violation of a security policy —
usually by terminating the execution. Because of its ubiquity, we
adopt this classification here.

Inclusion criteria. The large volume of these apps does not allow
for a comprehensive listing nor for a rational discussion. To illus-
trate, AV-Comparatives recensed more than 200 security apps in
a single category, namely anti-virus software. In order to have
a meaningful analysis, we will limit the scope of the paper to
the developments of the last ten years, as they are more likely
to impact the immediate future. Within this time limit, rather
than present an exhaustive survey, we have opted for a sample of
models that span a cross-section of current thought on the topic.
In doing so, we seek to capture the range of variability that exists
with respect to the following questions:

• Which methods are employed to perform malware detec-
tion on Android systems?

• On which features or aspects of the Android app is the
detection process based?

• On which dataset is the method tested?

Particular attention was given to the way in which the accuracy
of methods is tested and measured. We found that datasets and
metrics differed widely, making comparison on an equal footing
difficult. We briefly describe each sampled method, focusing on
its advantages and drawbacks, and put forth recommendations to
guide further research on the topic.

We will only review academic research, published in peer-
reviewed journals and conferences, to the exclusion of non-peer

https://www.av-test.org/en/
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eviewed industrial works. Furthermore, we focus exclusively on
tudies that tackle the problem of malware in Android apps, and
xclude studies on the broader problem of malware in general.
e also limit ourselves to a ten year horizon, and exclude any
ork that predates 2009. Since our objective is to present a sam-
le of current thought on the topic, we excluded papers whose
ethod was closely similar to other, already included papers.
The papers were drawn from the following 4 online libraries,

hich provide a comprehensive coverage of major academic pub-
ication venues in the field of software security.

1. IEEE (https://www.ieee.org/).
2. USENIX (https://www.usenix.org/).
3. ACM Digital Library (https://dl.acm.org/).
4. Springer Link (https://link.springer.com/).

elated work. Several researchers have recently surveyed mal-
are detection methods and techniques for Android applications.
away and LI [5] presented a survey of static, dynamic and
ybrid analysis using deep learning techniques to detect the An-
roid malware. They detailed the techniques and specified their
trengths and weaknesses. Another survey done by Alzahrani
nd Alghazzawi [6] on the detection Android malware. They
tudied eight research papers focused on deep learning for An-
roid Ransomware2 detection and deep learning for Android
alware detection. Although Rubiya and Radhamani [7] have
nalyzed nine Android malware detection approaches, specifying
heir strengths and weaknesses. Yan and Zheng in their paper [8]
urveyed dynamic mobile malware detection. They analyzed, syn-
hesized and compared previous studies on detecting malware
n smartphone. In another survey Arshad et al. [9], analyzed
he static and dynamic techniques for detection and protection
rom of Android malware. The techniques analyzed are classified
ccording to the detection mechanism used.
As can be seen in Table 1, our survey focuses on static, dynamic

nd hybrid Android malware detection methods. It tracks the
volution of malware detection during an eleven year time span,
between 2009 and 2020), a time span that is considerably longer
han that considered by other similar studies [5–9]. In addition,
o describing the strengths and weaknesses of the methods, we
ropose recommendations to guide future research in this topic.
The remainder of this paper is organized as follows: in Sec-

ions 2 and 3 , we examine malware detection mechanisms based
n static analysis and dynamic analysis respectively. We also
ake several recommendations based on our observations of the
urrent state of the art. In Section 4, we review these recom-
endations and discuss avenues for future research. Concluding

emarks are given in Section 5, and a recapitulative table of all
urveyed methods is provided in a closing Appendix.

. Static analysis

Static analysis encompasses a broad range of methods that
eek to discern the runtime behavior of a software prior to its
xecution. In a security context, the purpose is naturally to weed
ut potentially malicious apps before they are installed and exe-
uted. Static analysis is considered as coarse, since it flags an app
s malicious according to an over-approximation of its possible
untime behavior. As a consequence, any static analysis method
ust maximize effective detection while minimizing the risk of

alse positives.
In the ten-year horizon under study, a large number of tools

ave been developed to address the problem of malware detec-
ion using a static analysis approach. For the purposes of this

2 Ransomware is a type of malware that prevents users from accessing their
ystem and personal data. This malware encrypts data and demands payment
efore a can retrieve it.
3

analysis, we broadly categorize these tools in three categories,
namely:

1. tools that rely primarily on code analysis, such as bytecode
analysis of decompiled code;

2. tools that rely primarily on API calls and permissions;
3. other methods that combine multiple factors for detection.

We stress that this categorization is somewhat coarse, and serves
merely to organize the survey, rather as a methodological on-
tology of the field. Indeed, most malware detection mechanisms
draw upon multiple factors and resist an easy categorization.
Nonetheless, by presenting a sample of each group, we believe
we can highlight the evolution of thought on the topic under
consideration over the last ten years.

2.1. Methods based on code analysis

A first category of works concentrates on the analysis of an
app’s code, either at the source level or at the bytecode level. In
the following, we enumerate and discuss the most representative
works following this approach.

2.1.1. TinyDroid
TinyDroid [10] is a static malware detection system for Android

pps that relies on a two-step process of first abstracting machine
nstructions, followed by a machine learning phase.

TinyDroid divides all apps into one of two sets: malware or
enign. The APK file of each app is first decompiled into Smali
ode using a system called Apktool.3 Smali can be seen as a
igher-lever explanation of Dalvik bytecode, which is in turn be
urther abstracted to symbolic instructions by TinyDroid. This
etection system then computes the n-grams of abstract instruc-
ions occurring in the code, and uses this information as the
asis for its classification. Hence, a set of n-grams is computed
or each app under consideration, and compared to the set of n-
rams extracted from apps that are known to be either benign or
alicious. If an app is declared malicious, the set of n-grams that
haracterizes its behavior will be added to TinyDroid database of
alicious apps n-grams.
Experimental results have shown that TinyDroid exhibits a

igh level of accuracy. Indeed, while several anti-virus software
xhibit a detection rate that falls below 50%, TinyDroid’s detec-
ion rate (recall) can be as high as 95.6%, which exceeds the
erformance of 7 of the 9 anti-virus software to which it was
ompared.

ecommendation 1. The tool reported in this publication, as
s the case for a large majority of the approaches listed in this
aper, is not publicly available. Moreover, the benign applications
ave reportedly been randomly collected from the Google Play
tore, but the actual contents of the sample are not disclosed. This
akes it impossible to establish a comparison between this ap-
roach and any other technique developed in the future. When-
ver possible, the research artifacts used in an experimental
nalysis should be made accessible to third parties.

.1.2. Malware detection using code clone detection tools
Chen et al. [11] studied the use of a code clone detector de-

igned to identify known malicious Android software. They used
tatic analysis to examine the source code of the applications.
The authors first used dex2jar to convert the Dalvik virtual

achine bytecode to JVM bytecode. The Java bytecode was then
ubsequently decompiled using the Java decompiler JD-CORE. This

3 https://apktool.en.lo4d.com/windows.

https://www.ieee.org/
https://www.usenix.org/
https://dl.acm.org/
https://link.springer.com/
https://apktool.en.lo4d.com/windows
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omparison of surveys.
Database Dynamic Static Hybrid Number of article studied Years Analysis

Naway and LI [5] X X X 25 2014–2018 Benefits and limitations
Alzahrani and X X 8 2014–2019 Benefits and limitations
Al-ghazzawi [6]
Rubiya and Radhamani [7] X X – 9 2009–2014 Benefits and limitations
Yan and Zheng [8] X – – 29 2011–2017 Benefits and limitations
Arshad et al. [9] X X – 20 2009–2013 Benefits and limitations
Our paper X X X 22 2009–2020 Benefits, limitations and

recommendations
allowed clone detection to be performed on higher-level code.
The authors used NiCad, an open source program that detects
similar segments of codes (functions, classes, blocks etc.) in sets
of code files, and clusters these code files according to syntactic
similarity. Using a training set consisting of known malicious and
benign apps, the authors successfully trained NiCad to perform
malware detection effectively.

This approach allows malicious applications belonging to cer-
tain malware families to be located efficiently and reliably. In-
deed, using a dataset of 1170 malicious apps from 19 distinct
malware families, 95% of previously known malware was de-
tected.

Recommendation 2. The method described above was tested
using a dataset that contained only malware. Ideally, detection
methods should be tested using datasets that contain both mali-
cious as well as benign apps, so as to provide meaningful infor-
mation on both precision and recall.

2.1.3. Detection of plagiarized applications
The work of Potharaju et al. [12] intends to detect repack-

aged applications (which they refer to as plagiarized applications)
containing malware, under different levels of obfuscation. The
purpose of an attacker who plagiarizes an application is to take
advantage of its popularity and collect sensitive information. To
this end, the attacker starts with the download of the application
and the recovery of its .dex file. He then adds his own bytecode
in the application and repackages it into a new APK package.

To detect such applications, the authors devised the following
three schemes:

• Symbol-Coverage The first scheme is applicable to non-
obfuscated applications. The coverage of an application Ai by
another application A is calculated as the number of classes
and methods in Ai that also exist in A, divided by the total
number of classes and methods in Ai. If the application Ai is
highly covered by A (above a threshold), then it is considered
the plagiarized version of Ai.

• AST Distance If the attacker has obfuscated the symbol table,
meaning that the names of methods, classes, variables, and
other identifiers have been changed, an alternate coverage
method builds from the Abstract Sytax Tree (AST) of the app.
The AST is a data structure that captures basic information
about a method, including its number of parameters, the list
of methods it calls, and static code metrics such as assign-
ments, conditionals and loops, thus creating a fingerprint of
the app. The authors then use Euclidean distance to compare
the ASTs of two apps in order to detect possible repackaged
apps.

• AST-Coverage If the application is further obfuscated, pos-
sibly through the use of random methods with no added
functionality, a final coverage metric, AST-Coverage, is em-
ployed. These methods proceed by constructing the AST for
each method of every app in the market, as well as for
the app of interest A. Comparison is then performed on
4

a method by method basis. The app A is identified as a
potential repackaging of another app Ai from the app store if
Ai’s coverage of A exceeds that of any other app, and exceeds
a pre-set threshold as well.

Tests showed that AST-coverage outperformed the other
methods, detecting all plagiarism instances from a set of actual
malware incidents with 0.5% false positives, from a database of
7600 apps.

Recommendation 3. The method described above, as with many
others presented in this paper, depends on an external parameter
— in this case a numerical threshold value. The favorable preci-
sion and recall of such approaches is therefore highly linked to the
precise value given to these parameters, and this (manual) choice
is often not discussed. From a methodological standpoint, there
is a risk of overfitting parameters to the specific dataset under
study.

2.1.4. NSDroid
Drawing on the intuition that malware families share a high

level of code similarity, Liu et al. [13] propose a tool, called
NSDroid, that aims to detect malware by detecting the similarity
of apps with known malware thought an analysis of the apps’ call
graphs.

The tool first extracts the call graph from the apps using
androgexf [14]. NSDroid then further abstracts this information
by creating a signature for each app. This signature is created as
follows:

First, from the function graph, NSDroid creates a label for each
method (each node of the function graph), that identifies which
sensitive API calls are called by that function. This label records
only sensitive API calls, and further records only the type of API
calls called by the function, using a predefined list of 15 sensitive
API call types. This information is thus recorded with a single bit,
and each node is labeled with a vector for 15 bits. Finally, the label
of each node is XORed with that of each of its neighbors (callers
and callees), to create the signature for this node. It is this label
that forms the basis for code similarity detection.

Classification is then performed on 4 different datasets of
malware, totaling 32,190 apps, with three different classifiers,
Random Forest, Decision Tree, and SVM, the latter of which
showed optimal results. This scheme benefits in that it is highly
efficient, performing its analysis on 32,190 apps in little over
90s. The method is also highly effective, reaching 100% accuracy,
precision and recall for several malware families. On average,
for all malware families, NSDroid exhibits accuracy precision and
recall values of 0.959, 0.966 and 0.959, respectively.

2.1.5. DroidMOSS
Zhou et al. [15] sought to systematically detect and analyze

repackaged apps. They implemented an application similarity
measurement framework called DroidMOSS that applies a fuzzy
hash technique to effectively locate and detect changes in an
application’s behavior. Unlike several of the methods seen in
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his section, it operates directly on the Dalvik bytecode, without
equiring access to the source code.

DroidMOSS operates in three main steps. The first step is to
xtract the instruction set from each application, together with
nformation about its author. These two features make it possible
o identify each application in a unique way. The second step
s to generate a fingerprint for each application, significantly
ondensing it into a much shorter sequence. Finally, based on
he application fingerprint, the third step identifies the source
f the applications, either from the official Android Market or
hird party markets, and measures the similarity between pairs of
pplication from the same market in order to detect repackaged
pplications.
DroidMOSS relies upon the existence of the corresponding

riginal applications in the data set. If the database used for
esting is incomplete, (e.g., if it only includes free applications
nd does not include paid applications from the official Android
arket, as is the case for several datasets used in academia),
roidMOSS may miss some repackaged applications. The pro-
otype uses a white-list approach that may not detect possible
alicious changes in advertising SDKs4 or shared libraries.
Finally, DroidMoss’ analysis is based on the totality of the

ode originating in every component of the app, as do several
ther mechanisms listed in this section. Android components are
f 4 types: activities, services, content providers and broadcast
eceivers. While this may appear thorough, emerging research
eems to indicate that malware developers prefer to inject ma-
icious code in service components, which run in the background
f the application [17]. More research is needed to determine
f a clustering method, such as the ones proposed in the paper
entioned above, can be made more effective by disregarding

nputs that originate in other components.

ecommendation 4. Drawing upon recent research indicating
hat malware is more likely to reside in the service components
f repackaged apps, detection mechanisms should focus their
ttention on program behaviors that occur in these components.

.2. Methods based on API calls and permissions

The second category of static approaches is concerned with the
nalysis of the permissions requested by the application, and the
arious API calls that occur in its source code.

.2.1. DroidSieve
The DroidSieve method was proposed by Suarez-Tangil et al.

18]. It examines several syntactical characteristics of the apps in
rder to detect and classify Android malware. These purely static
eatures include the list of API calls occurring in the code, the
ermissions it requests, and the set of all application components.
hey collectively constitute the basis of an in-depth inspection
f the application to identify discriminating characteristics. This
ata is then fed into the following classification algorithms:

• Extra Trees, an algorithm used to build a set of decision
or regression trees that are not set according to the classic
top-down procedure [19];

• support vector machines (SVM), a linear algorithm that
solves the specific classification problem of determining the
class to which an individual belongs among two possible
choices [20];

4 ‘‘An advertising SDK is an extract of code provided to application publishers
y a mobile advertising network. It helps developers integrate advertising ads
nto their applications’’ [16].
5

• eXtreme Gradient Boost (XGBoost), a powerful and fast au-
tomatic learning library used for supervised learning prob-
lems [21].

DroidSieve was evaluated on over 100,000 benign and mali-
cious apps, achieving a detection rate of 99.44%, with zero false
positives. DroidSeive is also capable of classifying malware with
high accuracy. However, since DroidSieve performs malware de-
tection by looking for patterns in the app’s code, it may not be
robust against mimicry attacks, app cloning, or adware.

2.2.2. Analysis of permissions and API function calls
Qiao et al. [22] proposed a malware detection method based

on automated learning of the permissions and API function calls
present in Android Apps. To begin with, this approach examines
the AndroidManifest.xml file in order to obtain the set of per-
missions used by the application. However, the authors note that
this may actually be an over-approximation of the permissions
actually used by the app, since some applications request excess
permissions. As a consequence, the authors decompile the .dex
bytecode to Java source code, and create a list of API calls that
require permissions, and that actually occur in the app’s code. The
permissions used in the code, as well as the API used in the code,
are then organized in feature vectors, and the classification pro-
ceeds using three different machine-learning algorithms: Support
Vector Machines (SVMs) [20], Random Forest [23] and Artificial
Neural Networks (RNA) [24].

Experimental results on a dataset containing 6260 applica-
tions show that detection based on the API method calls out-
performs detection based on the permissions alone, with the
former method achieving the highest accuracy (81.68%–94, 41%)
depending on the machine-learning algorithm used), but at the
cost of a greater computational overhead.

Recommendation 5. The previous two methods relied princi-
pally on API calls, and other elements of behavior. However, a
particular class of malware, namely Adware, exhibits only min-
imal differences between benign and malicious apps [17], while
clones are semantically identical. It is thus important that detec-
tion methods specifically crafted to detect these types of malware
be developed. Testing sets should also include some portions of
adware and cloned apps.

2.2.3. DroidMat
Jie Wu et al. [25] proposed a system called DroidMat that

draws upon multiple elements of static information, including
permissions, intents (messaging objects that contain information
about other components), and API calls to characterize the behav-
ior of Android apps. With respect to API calls, their model includes
not only the API calls themselves, but also the type of component
(service, activity) in which the API is called.

From this data, DroidMat builds a features vector for each app,
and applies several machine-learning algorithms to distinguish
benign and malicious app. The authors found that a combination
of K-Means [26] and k-nearest neighbors (KNN) [27] applies the
K -means algorithm [26] to distinguish benign and with k = 1 to
classify provides optimal results.

DroidMat uses API calls as features to determine which oper-
ations the application seeks to execute. This technique considers
not only the API calls themselves, but also the type of component
where these calls occur, since the same API used in different
components may reflect different intentions on the part of the
developer. However, for most Android malware families, Droid-
Mat possesses only one sample of malware, a fact that limits
DroidMat’s ability to infer the behavior of the malware.

Interestingly, the authors stress that DroidMat is unable to

detect a specific type of malware, namely malware that extracts
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he malicious payload from external sources at runtime, rather
han preserve it in the application’s code itself, a process called
ynamic loading. This problem actually exists for all static analysis
pproaches; since the payload is not present in the code, no static
nalysis can be expected to detect this class of malware. Another
trategy often employed by malware developers, reflection calls,
chieves the same goal. A reflection call is a Java feature that
llows a program to examine and invoke an object’s method at
untime. While this feature can be quite useful in some contexts,
t makes it impossible to build the program’s call graph statically.

ecommendation 6. Static analysis may be insufficient to de-
ect malware in the presence of dynamic loading and reflection.
ence, it should be supplemented with a dynamic analysis, es-
ecially since, in a survey of malware found in Android apps,
hanmohammadi et al. [28] found that dynamic loading was fre-
uently incorporated in the app during the repackaging process,
ossibly to hide the presence of malware.

ecommendation 7. For the same reason, it is important that
he datasets used to test the effectiveness of malware detecting
ools contain some portion of malware that exhibits reflection
nd dynamic loading, so as to provide a realistic dataset. In the
atter case, since code is loaded from a distant location, particular
are must be taken to ensure this code remains available when
he app is used for testing purposes. Khanmohammadi et al. [28]
tudied Androzoo, a widely used dataset of Android malware and
ound that in most of the samples using dynamic loading, the
etwork address was no longer available.

.2.4. Detection based on risk signals
In order to improve the existing detection mechanism based

n permissions, Sarma et al. [29], developed an alarm system
hat takes into account both the permissions requested by the
pp, the category and sub-category of the app (as stated in the
oogle Store) as well as the permissions requested by other apps
elonging to the same category. This allows users to make a more
nformed decision about the security trade-off made each time a
ew app is installed: if a permission requested by an app is also
equested by most apps with similar functionality, it follows that
he permission is probably essential for the desired functionality,
nd its presence in the Android manifest file does not unduly
rouse suspicion. However, if the permissions requested by an
pp are unusual for apps in its category, the risk of installing the
pp is higher.
An interesting point raised by the authors is that Android de-

iberately attempts to limit the number of different permissions,
n order to limit the mental burden on users who may not be
amiliar with the inner workings of the Android security architec-
ure. However, a more granular set of permissions would actually
mprove the effectiveness of the approach under consideration,
nd lead to more meaningful alert messages. The authors have
chieved a detection rate (recall) of 80.99% by applying a clas-
ification using SVMs on a dataset consisting of 158062 Android
pps collected from the Android market and 121 malicious apps
rom the Contagio5 malware dump repository.

ecommendation 8. Contagio is a public repository of Android
alicious apps. However, this repository contains more apps than

he 121 used in the paper, and the description provided in the
aper does not allow the reader to exactly identify which are the
21 that have been retained. In order to improve reproducibility
nd future comparisons, experimental studies should provide
inimal information on the apps being used (name, version, MD5
hecksum) in some publicly available reference.

5 http://www.contagiodump.blogspot.com.
 c

6

Taking a similar approach, Peng et al. [30] use a probabilistic
model to assign a risk score to Android applications according to
the permissions it requests and their category. Instead of a detec-
tion process that classifies each application as either malicious or
benign, Peng et al. @seek to provide an informative rating to the
user which captures the likelihood of the app being malicious,
with apps exhibiting a higher score if they are more likely to be
malicious. Each user can then make an informed decision about
the risk-return trade-off of installing the app.

The risk score is computed in such a way that the more
permissions an app requests, the higher its score will be. Par-
ticularly sensitive permissions are more heavily weighted in the
calculation. The risk score is computed using several models, one
of which, namely Naive Bayes with Informative Priors, seems to
perform optimally.

Since the user often has the ability to choose any one of
several applications to perform a given task, the ability to rank
apps on security rather than flagging certain apps as completely
malicious or benign is a highly actionable information to the user.
The system could be made even more informative by taking into
account the varied types of malware, and the different levels of
damage each can make if it successfully infects the user (for in-
stance, an adware is less damaging than a spyware). The authors
also point to an incidental benefit of this fact: the scheme will
encourage developers to reduce the number of permissions their
apps request, thus reducing the attack surface of the end user’s
device.

2.2.5. Kirin
Enck et al. [31] proposed a system called Kirin, which exam-

ines the permissions requested by an app in order to determine if
it meets a higher-level security policy. This provides users with a
valuable added information when determining whether it is safe
to run an app of unknown origin they have just installed.

Kirin first extracts the permissions from the manifest file. It
then compares these permissions to nine rules, defined by the au-
thors, that conservatively overestimate templates of undesirable
security properties needed by several types of common malware.
If the configuration fails to pass all rules, the installation program
can reject the application; otherwise, the user may decide to
proceed with the installation anyway, if he considers the risk to
be worthwhile.

Kirin was tested on 311 apps downloaded from the official
Android market, ten of which failed to adhere to every rule. Of
these, the authors believe that 5 apps implemented dangerous
functionalities unnecessarily, while the other 5 apps operated
within reasonable parameters.

Recommendation 9. Sarma et al. [29] observed that more granu-
lar permissions would have the undesirable side effect of making
it more difficult for users to understand if the permissions re-
quested by a given app are dangerous. However, if such a fine
permission system were combined with a higher-level security
policy, such as the one implemented by Kirin, this negative side
effect would be mitigated.

2.2.6. DroidAPIMiner
Aafer et al. [32] proposed a method called DroidAPIMiner to

xtract Android malware features at the API level by focusing on
ritical API calls. The authors first examined a large number of
alware, in order to understand the features that characterize
alicious behavior. During the first phase, DroidAPI miner ex-

racts from the app under consideration the API calls and their
ackage-level information, as well as the requested permissions
f the apps. Then, during the feature refinement phase, DroidAPI
iner removes from this information the API calls that are ex-

lusively invoked by third-party packages such as advertisement

http://www.contagiodump.blogspot.com
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ackages. The feature set is further reduced to include only those
PIs whose support in the malware set is significantly higher than
n the benign set. For those APIs which were frequent in both
ets, a data flow analysis is performed to recover their parameter
alues. An API is included only if it invokes dangerous values.
DroidAPIMiner performs classification using four commonly

sed classification algorithms namely: ID5 DT, C4.5 DT, KNN and
VMs. Optimal results of 99% accuracy and 2, 2% false positive
ate were obtained when using the KNN classifier.

.3. Other methods

Finally, we list in a third category static methods that do not
quarely fall into API or source code analysis.

.3.1. DroidRanger
The DroidRanger tool [33] detects the characteristic behaviors

resent in malware from several malicious families. It relies on
crawler to collect Android applications from existing Android
arkets and stores them in a local repository. For each applica-

ion collected, DroidRanger extracts the fundamental properties
ssociated with each application (requested permissions, author
nformation, etc.) and organizes them into a central database.

DroidRanger performs two distinct detection processes. The
irst, for known malware, is based on a permission-based be-
avioral footprint. The second, for previously unknown malware,
s based on a heuristic analysis of the app’s behavior, as re-
onstructed from the bytecode and the manifest file. Suspicious
pplications are then executed and monitored to verify if they ac-
ually display malicious behavior at runtime. If this is the case, the
ssociated behavioral fingerprint will be extracted and included
n the first detection process’ database.

This study was tested on the most popular applications of the
ear 2011, and yielded positive results. However, DroidRanger
nly covers free applications and only five Android markets, with
false negative rate of 4.2%.

.3.2. DREBIN
Arp et al. created DREBIN [4], a tool that performs malware

etection on the results of a static analysis of the applications.
REBIN’s feature set appears to be one of the most thorough of
ll the works we have surveyed. In all, they create 8 feature sets
or each app, using data from the Android manifest file (including
ermissions, components and requested hardware), and from the
ecompiled .dex file (including selected API calls and network
ddresses). The entire feature set is constructed in linear time,
ithout necessitating complex static analysis such as data flow
nalysis.
Detection is then performed using SVMs. In order to maintain

lightweight footprint on the end-users’ device, training is not
erformed on the smartphone itself. Instead, the classifier is
rained offline, and the only resulting model is passed to the user.
n order to provide explanations for its results, DREBIN’s classifier
s trained not only to detect, but also to identify the features
hat lead to the application being flagged as malware. From
hese, DREBIN constructs a parametrized sentence that explain
he reason of the verdict to the user.

DREBIN was tested using 131611 benign apps coming from
he GooglePlay Store, as well as two other markets (one Chinese
nd one Russian), and 5560 malware samples from the Android
alware Genome Project [34]. It obtained a detection rate of 93%,
ith only 1% of false-positives, outperforming several anti-virus

oftware on the same dataset.

7

3. Dynamic analysis

Dynamic analysis is an alternative approach to malware detec-
tion, which requires running the program to study its behavior
and its effects on its environment. Unlike static analysis, it is
late in that it only detects a violation right at the moment when
it is about to occur. It also suffers from coverage limitations,
since it only considers a single execution, rather than all possible
program executions.

As we did in the previous section, we organize dynamic tools
in four broad categories, according to the element relied upon for
detection. These four categories are:

1. methods that rely primarily on system calls;
2. methods that rely on other system-level information, such

as CPU usage or network communications;
3. methods that rely upon user-space level information, such

as API calls;
4. other methods.

3.1. System call monitoring

The first category of works is related to the observation of sys-
tem calls. We identify three main lines of work in this category.

3.1.1. Natural language processing
Xiao et al. [35] proposed a detection method based on pro-

cessing system calls from an Android application. Drawing upon
the Long Short-Term Memory model (LSTM [36]), a type of neural
network model used in the processing of natural languages, they
train two classifiers, one using sequences of system calls from
benign applications, and the second, using sequences of system
calls from malicious apps. The use of the LSTM model allows the
classifiers to draw upon the complete history of the sequence
up to a given call, as opposed to the commonly used n-grams
that only consider subsequences of length n. In their model, a
system call is considered as a ‘‘word’’, and a system call sequence
as a natural language sentence. LSTM assigns a probability to the
occurrence of a sentence (i.e. the sequence of system calls of the
application being monitored) in both the valid and the malicious
model. An execution is then pegged as being malicious if is it
more likely to occur in the malicious model.

Testing the model under different conditions, including vary-
ing the lengths of system call sequences from 50 to 50000, the
authors achieved an accuracy rate of 93, 7% with a false positive
rate of 9, 3%.

3.1.2. System call logs
Sanya et al. [37] proposed an approach to detect malicious be-

havior at runtime. They used a dataset of 66 benign and malicious
apps. They first executed the apps in a controlled environment
for a fixed period of time, and recorded the system call occurring
during this time. After discarding the less statistically significant
system calls, each app was associated with a Boolean vector that
indicates if each of 18 more relevant system calls is present or
absent during its execution. This data is then fed to a machine
learning algorithm. The authors used three learning methods:
the Naive Bayes algorithm, the Random Forest algorithm and
the stochastic descent gradient algorithm. Finally, they used this
data set to classify an unknown application as malicious or be-
nign. This approach had a detection rate of 95, 5% for malware
detection with a false positive rate of 8%.

It should be noted that a malware could potentially evade this
detection scheme if the malicious behavior does not occur during
the training period, possibly because the malware detected it was

being emulated, or possibly simply because it was programmed to
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nly occur after a specific logical condition (such as a time bomb)
as validated.
Canfora et al. [38] also relied upon system calls to perform

alware detection. Their method draws upon the fact that mal-
are tends to evolve through an iterative process of borrowing
nd modifying code from other malware. As a result, malware
amples are likely to share common behavioral features. A similar
dea underpins the static methods of Potharaju [12] who looked
or similar code segments in multiple apps. A dynamic approach
enefits from the fact that the same behavior can be encoded in
number of different but semantically identical ways.
The authors developed a method to automatically select, from

he very large number of possible system call sequences, those
hat are most predictive for malware detection. Given the fre-
uency of the sequences of the selected system calls, they classi-
ied the execution traces as malware or not. With this method, the
uthors obtained a detection accuracy of rate 97%, on a dataset
ontaining 1000 benign apps and 1000 malicious ones. Interest-
ngly, they collected multiple execution traces for each app, thus
roviding a better reflection to the varied possible behaviors that
an be exhibited by each app.

.1.3. Crowdroid
Iker et al. [39] have developed an application called Crowdroid,

hich draws upon the benefits of crowdsourcing to detect mal-
are in repackaged apps. On the end-users’ devices, Crowdroid
ses the tracing tool Strace (available on most Linux distribu-
ions) to monitor system calls to the Linux kernel of running
pplications. This information is then sent to a centralized server.
he latter creates a feature vector for each pair of user and
pplication. This feature vector is a listing of the number of times
ach of Linux’s 250 system calls is called, by a given application,
s run by a given user. Clustering is then performed on this data
sing the k-means algorithm to differentiate applications that,
hile having the same name and identifier, exhibit differences

n behaviors. Naturally, the more users are using Crowdroid, the
ore data will be provided to the server, and consequently,

he more accurate and precise detection will be. Crowdroid was
ested on 3 malware, one of which was written by the authors of
he paper for this purpose, and achieved between 85% and 100%
etection rates.

.2. Monitoring of system-level behaviors

The second category of dynamic approaches focuses on
ystem-level information other than system calls in order to
etect malicious apps. Some of these approaches also include
ystem calls in their analysis.

.2.1. EnDroid
Feng et al. [40] proposed EnDroid, a malware detection sys-

em based on several types of dynamic behavior at the system
evel. EnDroid adopts a feature selection algorithm to eliminate
rrelevant features and extract critical features from the behavior.
nDroid proceeds in two phases: the learning and the detection
hase.
The learning phase consists of extracting the dynamic be-

avioral characteristics of a given application by monitoring in-
ut/output operations. The authors monitored ten types of appli-
ation actions (cryptographic operations, network operation, file
peration, information leaks, SMS messages sent, telephone calls,
eceiver actions, receiver startup, .dex class loading and system
alls). Each of these functionalities is treated as a distinct feature,
or the purpose of the creation of a feature vector. EnDroid ten
akes as input the feature vectors generated by benign and ma-
icious applications and trains a large number of basic classifiers.
8

Based on the forecast probabilities of these basic classifiers for
each application, it forms a final classification model by adopting
a meta-classifier. This classification model is then transmitted to
the detection phase.

In the subsequent detection phase, EnDroid extracts the dy-
namic behavioral characteristics of an unknown application and
generates its feature vector. Based on this vector, the classifi-
cation model is able to determine whether the application is
benign or malicious. Experimental results show that this ap-
proach successfully detected 97, 97% of malware with 1, 85% of
alse positives.

.2.2. Andromaly
Andromaly, [41], is an application that continuously monitors

arious system measures to detect suspicious activity by apply-
ng supervised anomaly detection techniques. Andromaly’s archi-
ecture is composed of four main component groups, detailed
elow.
The Main Service component synchronizes feature collection,

alware detection and the alerting process. The features upon
hich Andromaly relies include CPU consumption, the number of
ackets sent over the network, the number of running processes
nd battery usage, among other elements.
Feature Extractors communicate with various components of

he Android structure, including the Linux kernel and the Ap-
lication Framework layer, to collect feature values. These are
hen sent to the Main Service. Processors are anomaly detectors
ased on rules, knowledge and classifiers, derived from automatic
earning methods. Processors and external components can thus
e added, removed and replaced. Finally, a Graphical User In-
erface (GUI) provides the user with the means to configure the
pplication settings.
Under this approach, the malware detector continuously mon-

tors the different features and events of the system, and then
pplies standard Machine Learning classifiers to classify the col-
ected observations as either healthy or malicious. In order to
inimize false-positives, the authors suggest that an alarm only
e raised if the anomalous behavior persists. However, as a re-
ult, the proposed approach would only be effective at detecting
ontinuous long-lasting attacks, such as DoS attacks, and less
ffective for abrupt, instantaneous attacks. A natural solution,
uggested by the authors, is thus to combine Andromaly with
ther malware detection mechanisms, such as static analysis.
Andromaly was trained using four custom made malicious

pps, designed by the tool’s creators. It was then tested on a
ataset consisting of these 4 malicious applications and 40 benign
pps (20 games and 20 tools) using several different detectors.
n some cases, the accuracy reached 100% and the false positive
ate 0%. Interestingly, the authors report that the system found
t easier to distinguish benign applications from malware when
he benign application was a game, rather than a tool. The au-
hors hypothesized that this is because of the unique behavioral
eatures of games. This is an interesting finding that should be
nvestigated further.

ecommendation 10. Different classes of apps (tools, games,
eb browsers, social media apps etc.) exhibit different runtime
ehaviors, a fact that could be used for malware detection. For
xample, it would be easy to compel app developers to include a
abel identifying the purpose and general functioning of an app
n natural language in the AndroidManifest.xml file. The label
ould then narrow the range of permissible behaviors for the
pp and the detection mechanisms would refer to this label
hen performing malware detection. For instance, a clustering
lgorithm would compare an app labeled as a game with other
enign game apps to decide if the former behaves in an abnormal
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anner. Indeed, Sarma et al. [29] relied upon the app’s category
n the app store to create risk signals (see Section 2.2.4). The one-
ut-of-k access policy [42], an early access control policy for Java,
as also based on a similar principle.

.3. Monitoring of user-space level behaviors

A third category of works uses information gathered at the
ser-space level to detect malicious applications. This typically
ncludes call information at the API (rather than system) level.

.3.1. RepassDroid
The tool RepassDroid [43] combines semantic and syntac-

ic analysis to automatically detect malicious Android programs.
epassDroid analyzes the Android application by synthesizing the
PI used in the application as a semantic function and the es-
ential permissions as a syntactic function. Then, it uses learning
o automatically determine whether an application is benign or
alicious.
RepassDroid’s architecture proceeds from two main compo-

ents:

• The feature extraction module. From a given Android appli-
cation, the feature extraction module first generates a call
graph of each application using FlowDroid.6 Then, it extracts
the application’s features (APIs and permissions) from this
graph to form feature vectors.

• The Classifier Module. The authors used the feature vectors
to form the classification model using the Weka library.7
Previously unknown applications are aggregated into the
model after being classified as either benign or malicious.

RepassDroid was tested on a dataset containing 24288 apps,
f which half were benign and the other half malicious. These
pps were drawn from multiple sources including AndroZoo [45],
ndroid Malgenome Project [46], VirusShare [47] and DREBIN [4].
sing multiple classifiers, RepassDroid reached 97, 7% accuracy,
utperforming 52 out of 57 detection tools to which it was
ompared using the same dataset.

.3.2. Malware detection based on machine learning of dynamically
enerated data
Wen et al. [48] proposed a malware detection scheme for

ndroid devices based on the SVM automatic learning classifier
support vector machine). Their system operates directly on the
martphone of the user, and is optimized for this purpose.
The tool is divided in two main modules. The client module

ontains a database of known infected app (identified by their
D5 hash) which is checked anytime a new app is downloaded.
hus, users are warned if they attempt to install an infected app.
therwise, the app will be submitted to the server for further
rocessing.
On the server module, the application’s features are extracted

n the feature extraction module using a combination of static
nd dynamic analysis. The static features include permissions,
ntents, uses-feature, application and API. Then, the app is run in
virtual environment, and monitored to obtain a second set of

eatures, including CPU consumption, battery consumption, the
umber of running processes and the number of messages as the
ynamic features. The features are then sent to a feature selection
odule that filters out redundant features. Finally, the authors

6 FlowDroid statically calculates the data flows in Android applications and
ava programs. https://github.com/secure-software-engineering/FlowDroid.
7 The WEKA project provides a complete collection of automatic learning
lgorithms and data prepossessing tools [44].
9

constructed a classification model using SVM and evaluated the
Android application by classifying it as malware or benign.

This method is particularly innovative since it uniquely com-
bines static and dynamic analysis to perform classification. Exper-
imental results show that this system yields an accuracy rate of
95.2% and a false positive rate of up to 13.3%.

Recommendation 11. Any malware detection will either be
applied by the app store’s manager as apps are uploaded on the
app store, or by the end user himself after he installs the app on
his devices. This distinction often goes unmentioned in the doc-
umentation that proposes a given approach. This is unfortunate
since the choice of where the app is applied bears considerable
consequence.

A malware detection mechanism applied at the level of the
app store must be able to scale to a considerable level — the
Google store, for instance, currently has over 2.7 million apps. It is
simply not possible to perform a pair-wise comparison between
all apps in the store, as is sometimes suggested to detect clones.
An initial clustering of apps may offer a path to minimize the
number of comparisons required, and initial research has been
performed in this direction [17]. Furthermore, a detection mech-
anism applied at the store level is arguably more sensitive to
concerns of false positives, as rejecting a benign app may expose
the stores to legal consequences. The calculation of tolerating
uncertainty with respect to whether or not an app is benign or
malicious is obviously more significant for the user who puts his
own data at risk when choosing to install an app.

On the other hand, any detection scheme applied by the user
must be lightweight enough to execute itself with the limited
computational capabilities of mobile devices. Such methods must
also be sufficiently intuitive and user friendly to be usable by
individuals who may not be tech-savvy. It is unfortunate that very
few of the methods we surveyed included usability studies. It is
also important to stress that software developers and technology
experts are often poor judges of which mechanisms are intuitive
or user-friendly for the general public.

Recommendation 12. Any detection mechanism that end-users
is required to apply themselves will necessarily have to provide a
cogent, easy to understand explanation of its verdict. This aspect
is often overlooked, but it is not uncommon for users to disregard
security warnings if the reasoning that led to the warnings is not
explained to them. This problem is particularly salient in the con-
text of machine learning or clustering, where explainability can
be a major challenge. Research is also needed to understand how
to best communicate the reason for which an app was flagged
as potentially malicious to users who may lack the vocabulary
commonly used by security professionals to express these ideas.

3.3.3. XManDroid
Bugiel et al. [49] proposed a security tool called XManDroid

(eXtended Monitoring on Android), which dynamically analyzes
application permission usage to detect and prevent privilege es-
calation attacks at runtime. This type of attack occurs when an
application indirectly invokes another application’s code, thus
abusing that application’s privileges. Because this attack type
draws upon the cooperative effort of multiple apps, it can avoid
detection by most of the other tools presented in this paper, since
these evaluate the security profile of each app in isolation.

XManDroid monitors Inter-Component Communications (ICC),
i.e. the communications that occur between different compo-
nents, in order to detect possible privilege escalation attacks and
determine if a given ICC call can potentially be part of an escala-
tion attack, after consulting the device’s policy. Each time a call

occurs between two different components, XManDroid updates

https://github.com/secure-software-engineering/FlowDroid
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ts internal states, which records all ICC calls that have previously
aken place on the device, and determines if the pattern of ICC
alls that have appeared so far is indicative of a privilege escala-
ion attack. This determination is based according to a predefined
olicy that captures commonly observed attack patterns.
XManDroid was tested using a custom-made suite of 7 mal-

are, all of which were successfully detected by XManDroid. A
urther test using 50 benign apps taken from the Android market
howed that XManDroid exhibits a low false positive rate: 3% out
f 3824 ICC calls were flagged as false positives.

ecommendation 13. In testing XManDroid, Bugiel et al. per-
ormed two separate tests: an initial test using a number of
alicious apps to test for accuracy and a second test, using only
enign apps to measure the false positive rate. Since XManDroid
perates by observing the interaction between different apps,
test comprising both benign and malicious apps could have
ielded a more realistic measure. More generally, benchmarks
hould contain realistic proportions of both benign and malicious
pps, if we expect the accuracy and false-positive rates measured
n testing to reflect the actual performance of the tool in practice.

ecommendation 14. Likewise, it is important to stress that
this mechanism targets a specific class of malware, namely those
that perform privilege escalation attacks. Several of the mecha-
nisms that we examined are similarly targeted to a specific class
of malware, which allows such mechanisms to achieve higher
detection rates. More research is needed to understand how mul-
tiple targeted mechanisms can be combined to achieve complete
protection against all types of malware. For the same reason, it
is important that the benchmarks used in testing security tools
include a wide variety of malware, ideally in proportion similar
to those found in the wild. The reader is referred to the work of
Zhou et al. [50] for a thorough classification of Android malware
by type.

3.4. Other methods

In this last category, we classify all methods that perform a
dynamic observation of an app’s behavior using other measure-
ments than system calls or user-level information.

3.4.1. Paranoid Android
Portokalidis et al. [51] developed a security tool, Paranoid

Android that simultaneously performs multiple attack detection
techniques on remote servers hosting an exact replica of the
user’s device.

Paranoid Android distinguishes itself in that its architecture is
divided into a client side, executed on the user’s device and an
server side, operating on the cloud.

On the user’s device, a tracer records all information necessary
to accurately reproduce its execution. This information includes
user input as well as events originating in the Kernel, such as
system calls. The trace is then uploaded to the cloud via an
encrypted channel, where a replica of the phone is executed on an
emulator. On the cloud, a replayer receives the trace and replays
the execution in the emulator. Inbound traffic is also recorded and
stored in a proxy, which the replayer can access on demand.

Paranoid Android is compatible with several detection meth-
ods, including dynamic analysis, anti-viruses, memory scanners
and system call anomaly detectors. The most interesting benefit
of Paranoid Android is its capacity to perform multiple detec-
tion mechanisms simultaneously, and an interesting avenue of
research is to see how these mechanisms could be combined to
achieve better detection or a lower false positive rate. Unfortu-
nately, this tool exhibits a considerable overhead, and can reduce
battery life by up to 30%.
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Recommendation 15. Some malware samples use emulator
detection systems to evade monitoring of code using an emu-
lator [52]. Emulator detection systems examine a selected set
of features of the underlying device at run-time to ensure that
the app is running in a real device and adapt the execution
accordingly. Further research is needed to detect the presence
of emulation detection code in apps, and pinpoint such apps as
possible malware.

3.4.2. Policy enforcement
In the ‘‘other’’ category, we also list a few works whose pur-

pose is not to detect that an application is malicious, but rather
aim at controlling the execution of the application to make sure
that some security policies are being enforced.

To this end, Falcone et al. have created RV-Droid [53], a moni-
toring tool for Android applications, whose purpose is to monitor
and enforce properties written in formal logic. The user may
select these properties from a repository provided by RV-Droid,
or write their own. The user may select a different property for
each application. RV-Droid will then synthesize a monitor for
this property, and weave it into the app’s code using AspectJ,
an aspect-oriented framework for Java. The authors test several
common specification requirements and is shown to have only a
small overhead — often below 1%.

Recommendation 16. All techniques, especially dynamic ones,
require additional time and memory in order to perform their
analysis. Yet, this work is one of the few that includes a dis-
cussion of performance impact; most often, experimental results
are solely focused on recognition rate and false positives. Each
work should minimally justify what is considered acceptable per-
formance or scalability, and provide experimental measurements
indicating to what extent these requirements are met by the
proposed approach.

Elish et al. [54] have applied a set of classification policies to
these communicating applications in the existing Android mal-
ware collusion detection solution, in which two or more appli-
cations interact to perform malicious tasks. They showed that
there are technical challenges associated with the classification
of inter-component communication flows. Their results show that
permission-based classification policies trigger a large number of
false alarms in the pairs of applications that interact with each
other.

4. Discussion

Researchers have long realized that traditional malware de-
tection techniques, such as signature-based anti-viruses, are in-
adequate to provide effective protection against new malware.
Consequently, in recent years, several techniques and tools based
on behavioral analysis (static or dynamic) have been at the core
of malware identification. Table 5 summarizes the existing ap-
proaches surveyed in the previous two sections, and Table 2 gives
a summary of the recommendations listed throughout the paper.

Open challenges. Several challenges arise when designing mal-
ware detection tools. First, the code that potentially contains
malware may be obfuscated through any one of a number of dif-
ferent techniques, hindering program comprehension and static
analysis. Furthermore, other apps may contain encrypted code,
which is likewise unavailable to the detection mechanisms. This
was the case for the malware DroidKungFu1which uses a different
key for each program instance. Metamorphic malware can modify
its code by rewriting itself with each infection. For example, it can
alter the names of the methods and classes in the application. The
TinyDroid technique [10] failed to detect this type of malware.
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Table 2
A summary of the recommendations listed in the paper.
1. Make the tools and techniques publicly available for reproducibility and ulterior comparison.
2. Test on datasets that contain both benign and malicious apps.
3. Document the influence of external parameter values on the detection procedure, and describe how such values are chosen.
4. Focus on behavior that resides in service components of repackaged apps.
5. Develop techniques specific to adware and include adware in testing datasets.
6. Address the issue of dynamic loading in the development of detection techniques.
7. Provide testing datasets that include dynamic loading, and make sure they refer to extant network locations.
8. Provide detailed information about the exact applications being included in a testing dataset.
9. Use fine-grained permissions whenever possible.
10. Correlate observed behaviors with the app’s intended functionality in order to get a more precise definition of what is suspicious.
11. Clearly define when and where in an app’s lifecycle the detection technique is expected to be applied.
12. Provide meaningful and understandable feedback to end users.
13. Create testing datasets with realistic proportions of both benign and malicious apps.
14. Include malware of various kinds in a testing dataset.
15. Address the issue of emulator detection when testing in a simulated environment.
16. Define scalability or performance requirements and measure them experimentally.
In addition, several tools (e.g. [11,18]) require access the
ource code of an application as the basis for analysis. This
aturally limits the applicability of the tools since the source
ode of apps code is often unavailable. Other tools, such as
roidMat [25] and DroidRanger [33], build models using only a
imited number of malware samples; indeed, the latter has only
een tested on free applications. The absence (or the paucity) of
alware in a detection method’s training environment can affect

ts effectiveness. One of our principal recommendations is that
alware be tested on realistic datasets, containing both benign
nd malicious apps, in proportion to their occurrence in the
ild. Likewise, the datasets should include malware of different
ypes (clones, adware, data-miners, etc.), since mechanisms can
e quite effective against one type of malware, but less effective
gainst others. It would be worthwhile for security researchers to
eport a breakdown of the accuracy and precision levels of their
etection mechanism by malware type, rather than an aggregate
alue for the entire testing set. Finally, the datasets should also
nclude both free and paid apps, since the Android ecosystem
ontains both kinds, and since free and paid apps are likely to
iffer substantially with respect to the code features they contain.
Another aspect that is largely neglected in the current state

s the emerging threat of Malware collusion. Malware collusion
ccurs when multiple apps, possibly from the same malicious
evelopers, interact with each other to perform malicious op-
rations. Since the malicious behavior is spread across multiple
pps, current solutions, which assume that malware consists of a
tandalone malicious application, may be unable to detect it. Elish
t al. [54] performed initial work on this problem, by creating a
raph that captures the interaction between several apps running
n the same device. Their data structure could form the basis of
n effective detection procedure for this class of malware.

esting datasets. The fact that different projects use different
atasets for testing makes it challenging to compare the effective-
ess, accuracy and false positive rates of different mechanisms
n an equal footing. For this reason, the values provided in
able 5 must be interpreted with caution. We recommend that
esearchers either make their datasets available, or make use of
ne of the already publicly available datasets of Android apps,
uch a Androzoo or Drebin. To provide even greater replicability,
ecurity researchers could make the entire evaluation process
vailable. Tools such as LabPal [55] allow researchers to bundle
n entire experimental setup, including data and code, into single,
unnable JAR file, making it easy for anybody to download and
e-run, or even alter the experiments.

In Table 3, we summarize the testing datasets used in the
apers we surveyed. In two cases, [37,51], the testing set was
navailable, hindering reproducibility of the experiment. In all
ther cases, we report the year of publication of the dataset, its
11
creator, its size, whether or not the dataset is updated regularly
and whether or not it is publicly available. We also indicate
whether the database only contains malicious apps (M), benign
apps (B) or both (M/B).

The datasets used in the papers are as follows:

• Google play: the official app store, operated and devel-
oped by Google. It allows users to browse and download
applications developed to run on the Android operating
system.

• Drebin dataset: the dataset contains 5 560 malware samples
from 179 different malware families. The samples have been
collected in the period between August 2010 to October
2012.

• Genome dataset: The Genome repository contains 1226
malware apps categorized in 49 families of malware. This
repository includes malwares dating back from 2012.

• AndroZoo dataset: AndroZoo is one of the largest datasets
of Android apps. It was collected from multiple sources, in-
cluding from the official Google Play app market. AndroZoo
currently contains more than 5 million different APKs. Each
app is scanned by at least ten different anti-virus products
and the results of these scans are reported in the dataset.

• Contagio: Contagio is a collection of the malware samples,
threats, observations, and analyses.

• VirusShare : VirusShare is a repository of malware samples
hosted and maintained by Corves Forensics. The firm also
provides commercial services to support the specific needs
of larger organizations including enhanced API access, data
feeds, and specialized searches of VirusShare’s data.

• Mcafee: This dataset contains 8 041 benign apps and 13 289
malware. The apps were collected between from 2012 to
2016 and use advanced coding technique.

• Appchina: AppChina is a Chinese app that allows Android
users outside of China to download Chinese apps. It allows
users to find free applications and games. In 2014 it contains
more than 600 000 Android apps. It has more than 30
million users and considered like the most popular Android
app store in China.

• PRAGuard: The dataset contains 10479 malware samples,
obtained by obfuscating the MalGenome and Contagio
datasets with seven different obfuscation techniques.

• Gfan: Gfan is one of the largest Android app stores in China.
It contains more than 100 000 android apps. Only members
are allowed to download apps from Gfan.

Regularly updating the benchmarks will help counter the con-
cept drift problem whereby a predictive model becomes less and
less accurate as time passes, because the features upon which it
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Table 3
The datasets used in the papers we surveyed.
Database Type Creator Date Size Updated Available

Google Play [56] B Google LLC 2008 2, 9M Yes Yes
Drebin Dataset [4] M Arp et al. 2012 5, 560 No Yes
Malware Genome M Zhou et al. 2012 1, 200 No No
Project [46]
Androzoo [45] M/B Li et al. 2016 10, 528, 559 Yes Yes
Contagio Malware M Mila Parkour 2008 11, 960 Yes Yes
Dump [57]
VirusShare [47] M Cylance Inc 2011 34, 564, 348 Yes Yes
McAfee [18] M/B McAfee Inc 2012 21, 330 Yes –
AppChina [58] B STC Bing search technology center 2010 600, 000 Yes Yes
PRAGuard [59] M Univ. of Cagliari Italy 2015 > 10, 479 No Yes
Gfan [60] B Business unit 2007 > 100, 000 Yes Yes
relies have become outdated or obsolete. This problem is particu-
larly salient for security models due to the highly dynamic nature
of malware. In this respect also, tools such as LabPal can help
security researchers stay one step ahead of malware developers,
by making it easy to re-test security tools with newer datasets.

When using dynamic detection, the overhead processing costs
re higher since they contribute directly to the deterioration of
rocess execution time. This can have serious consequences, es-
ecially for critical real-time processes. Detecting malware while
t is running is a challenge, as any delay could lead to an infected
ystem, and perhaps even to an unrecoverable situation. Another
mportant research challenge is to ensure that the detection
rocess is sufficiently lightweight to take place on the end-user’s
evice. Furthermore, dynamic detection only relates to behavior
hat is ongoing at the time of analysis and thus has a more limited
overage, since it only explores one execution path at a time.

he machine learning (ML) algorithms. A variety of ML algorithms
ave been used in developing malware detection frameworks.
ig. 1 indicates the number of publications that make use each
L present in the literature, distinguishing between static dy-
amic and hybrid methods. The x-axis represents the number of

publications and the y-axis represents the ML used to classify the
applications. We can see that the ML algorithm the most used
for static techniques is the SVM (Support Vector Machines) in
seven publications, followed by the KNN with three publications.
However, for dynamic techniques, we find the Naive Bayes, De-
cision Tree and Random Forest algorithms in three publications.
The only algorithm used in hybrid methods is the SVM. A few
studies have used other algorithms such as: Histogram, Logistic
Regression, LSTM, etc.

The choice of the algorithm depends on the type of data to be
processed and even the number of samples. Table 4 presents the
advantages and disadvantages of the top 5 algorithms used in the
articles we studied.

Comparison between methods. The detection techniques proposed
differ with respect to their respective false alarm rate. A malware
detection system should ideally have a low false alarm rate,
otherwise it can block the execution of valuable services that the
user requires. False alarms that are too frequent can also lead a
user to turn-off or disregard his security tools, exposing him to
further danger. Tools and techniques that were developed using
particularly large test datasets that contain both benign and ma-
licious apps seem to exhibit more favorable results. In particular,
EnDroid [30,40] both exhibit distinctly low false positive rates of
1.85% and 0.58% respectively, in part due to the large number of
applications used for the construction of the detection method.

As can be seen in Table 5, the detection process (permissions,
API calls, opcodes, etc. . . ) is founded on a multiplicity of features.
Given the fact that the studies conducted so far do not use a
consistent dataset of malware and benign apps, it is difficult to

affirm with confidence that a given feature is more informative
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than another for the purpose of malware detection. Nonetheless,
it can be intuitively inferred that using multiple features would
improve the accuracy and precision of the detection process.
Indeed, the results reported by a study that performs the same
experiment with different feature sets [25] point in that direction.
In that study, the same classification process was repeated four
times: first by considering only the set of API calls and other
statically available information obtained from the AndroidMan-
ifest file, then secondly by adding intents, a third time by adding
permissions, and finally by adding both intents and permissions.
The more complete feature sets yielded a more precise detection
(though the second feature set yielded a better recall). This could
mean that different classes of malware are sensitive to differ-
ent features. Indeed, as mentioned earlier in this paper, some
classes of malware, such as adware, do not require additional
permissions to run.

Some features are used in both static and dynamic detection
mechanisms. For example, API calls occur in 3 ‘‘static’’ and 3
‘‘dynamic’’ entries of Table 5. It is important to stress in this
regard that these features express the fundamentally different
nature of the information involved. Statically obtained API calls
are limited to the list of API calls existing in the code. The fact
that some of these calls may be present in the code, but not
called in a given execution, and the fact that some calls can be
obfuscated through the use of reflection, means that a statically
computed set of API calls is necessarily an approximation. On
the other hand, dynamic analysis not only provides a precise
listing of the API calls occurring during a given execution, but
also informs about the number of occurrences of each call and
their relative ordering. Naturally, one would expect that this
wealth of information would result in a more accurate and precise
detection process, and some of the results reported in Table 5 do
indicate that such is indeed the case, even though, as mentioned
above, the paucity of controlled studies using the same dataset
makes it difficult to reach definitive conclusions.

Another aspect that hinders comparisons between different
methods is the fact that few papers systematically report values
for false positives, accuracy, precision and recall. This is another
reason for which we advocate the use of experiment management
tools such as Labpal. If an experiment using such a tool is made
available, it is a simple task for another researcher to modify it in
order to measure a different metric.

The human element. An important area of research that is of-
ten neglected is the human element of security. Rarely do the
developers of security tools perform usability testing to ensure
that end-users will be able to effectively utilize the tools they
develop. An issue of particular concern is the manner in which
the verdict of the detection process is communicated to the end-
user, since they may ignore a security warning if they do not
understand the reasoning that underlies it. This is of particular
concern for methods based upon static analysis and clustering,
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Fig. 1. ML used by publications.
Table 4
Advantages and disadvantages of the top five ML algorithms used in literature.
ML Advantages Disadvantages

SVM - Its high prediction accuracy. - Not suitable for larger datasets.
- Works well on smaller data sets. - Less efficient on datasets containing noise.

Random Forest - Flexible and easy to use. - The large number of trees can make the algorithm
- Handle large data sets with higher dimensionality. too slow.

- It is difficult to interpret.

Decision Tree - Simple and fast to use. - It requires a long training time.
- Handles large data. - May have a more complex representation for some
- Support incremental learning. concepts.

Naive Bayes - Easy to implement. - Less accurate compare to other classifier.
- It is very fast.
- Handles large volumes of data.

KNN - Simple to interpret. - Can be slow with large data.
- Give a high accuracy. - Need high memory.
- Robust to noisy training data.
as the explanation why an app was flagged as malicious can be
difficult to articulate. More research is needed to determine how
craft convincing and intelligible security alert that allows even
the less tech savvy users to understand why app was flagged.

In this regard, it is also useful to recall that Schneier observed
that users are more likely to dismiss or underestimate a given
risk if the risk also confers to them some benefits. Likewise they
are likely to underestimate a risk that arises from a course of
action that they have chosen to undertake [61]. In the context of
Android security, these observations indicate that users will un-
derestimate the risk associated with installing apps of unknown
origin, since they choose to do, and presumably do so because
they seek to make use of the functionalities provided by the app.

Static vs dynamic detection. Overall, most of the techniques pre-
sented in Sections 2 and 3 share some weaknesses. At the
database level, researchers often used a limited number of ap-
plications in order to build a model of malicious and benign
behavior, as few as five applications in one case.

Other malware detection tools are designed to target a specific
type of malware to the detriment of other categories, as for
instance, Andromaly [41] which does not detect instant attacks.
Malware that deliberately reproduce a set of features similar
to those produced by legitimate applications, pose a significant
challenge for security researchers. For example, if a dynamic
13
detection scheme monitors the configuration of API calls made by
processes, a malicious process may attempt to scatter its own API
calls into sets of benign API calls to avoid detection, [62]. Droid-
Sielver [18] for example missed the detection of such mimicry
attacks.

As mentioned above, static and dynamic approaches can be
seen as having mirrored advantages and drawbacks, the former
being early, approximate and applied to the entire program, while
the latter is late, precise and specific to a given execution. It
is thus natural to consider combining both static and dynamic
analysis in hybrid detection systems, as several authors have
raised this possibility.

Static and dynamic analysis could work in tandem to perform
a more accurate and effective detection mechanism. In addition,
such a hybrid approach could potentially yield the following
benefits:

• Static analysis can help reduce the overhead incurred by
dynamic analysis, by ruling out certain apps, or even cer-
tain components of apps as safe, so that only potentially
malicious code is monitored.

• Along the same line, dynamic analysis can be used to reduce
the rate of false positives associated with static analysis: if
the evaluation of an app yields a borderline score between
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Tool Year Type Rate Database Technique Features M. Learning

FP A P R Nb. From

NSDroid
[13]

2020 S < 1% 95% 96% 95% 32190 Drebin, [63], [64],
[65]

Calculate the
similarity between
apps

Function call
graphs

SVM, Random
Forest, Decision
Tree

TinyDroid
[10]

2018 S 5% 95% 92% 95% 2400 Google Play,
Drebin dataset

Disassembled APK
file into smali
codes

Opcodes Random Forest,
Naive Bayes, SVM,
kNN

DroidSieve
[18]

2017 S L 99% 99% 99% 100000 Malgenome
Project, Drebin
dataset, PRAGuard
dataset, McAfee
Goodware

Static analysis of
resources

Metadata of the
app, syntactic
features

Extra Trees, SVM,
Random Forests,
XGBoost

Qiao et al.
[22]

2016 S L 94% – – 6260 Google Play,
Malgenome
Project

Permissions and
API calls

Source code and
resource files

SVMs, Random
Forest, Neural
Networks

Chen et al.
[11]

2015 S – 96% 95% 94% 1170 AppChina,
Malgenome
Project

Clone detection Decompiled code –

DREBIN [4] 2014 S 1% 93% – 90% 132171 Google Play,
Malgenome
Project

Clustering of
malware

Perm., API calls,
components, etc.

SVM

DroidAPI-
Miner
[32]

2013 S 2% 99% – – 20000 Google Play,
McAfee,
Malgenome
Project

Extract a malware
sig. from perm.
and API calls

API calls, perm. KNN, SVM, C4.5,
ID3 [66]

DroidMat
[25]

2012 S – 97% 96% 87% 1738 Google Play,
Contagio mobile

Clustering of
benign and
malicious apps
according to static
features

Perm., components
(Activity, Service,
Receiver), Intent
message, API

kNN, K-means,
Singular Value
Decomposition

Potharaju
et al. [12]

2012 S < 1% – – – 7600 Google Play Repackaging
detection through
detecting code
reuse

Source code –

DroidMOSS
[15]

2012 S – – – – 2400 Free apps Similarity measure Dalvik bytecode –

DroidRanger
[33]

2012 S – – – – 204040 Google Play,
eoeMarket,
alcatelclub, gfan,
mmoovv (free
apps only)

Behavioral
footprint based on
perm.

Permissions –

Sarma et al.
[29]

2012 S – – – 80% 158183 Google Play,
Contagio Malware
Dump

Attribute risk
levels to apps
according to perm.

Permissions SVM

Kirin [31] 2009 S – – – – 311 Google Play Verify perm. upon
installation

Permissions –

Xiao et al.
[35]

2019 D 9% 93% 91% 96% 7130 Google Play,
Drebin dataset

System call trace System calls LSTM (Long
Short-Term
Memory)

RepassDroid
[43]

2018 D < 1% 97% 99% 96% 24288 Google Play,
Androzoo,
Malgenome
Project,
VirusShare, Drebin
dataset

Combines API calls
and semantic
information

API, permissions Decision Tree,
Random Forest,
SVM, kNN, Naive
Bayes

EnDroid
[40]

2018 D 1% 97% 95% 97% 14019 Google Play,
AndroZoo, Drebin
dataset

Classification
based on system
level information

System calls input,
output (SMS, calls,
network
operation)

Decision Tree,
SVM, Extra Trees,
Random Forest,
Boosted Trees

Sanya et al.
[37]

2017 D 8% – 95% 95% 66 – Runtime
monitoring in a
controlled
environment to
construct a
features vector of
relevant system
calls

System call trace Naive Bayes,
Random Forest,
Stochastic Descent
Gradient
Algorithm

(continued on next page)
benign and malicious, it can be allowed to run, but in a
highly monitored sandbox environment.

• A hybrid method could also aid in addressing the usability
problem highlighted above. For instance, a monitor could
rely upon the result of a static analysis to paint a more
14
complete picture of a program’s behavior. Then, if the mon-
itor aborts the execution because it is potentially malicious,
it could draw upon its knowledge of the target program’s
probable subsequent behavior to offer a more complete
explanation to the user.
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able 5 (continued).
Tool Year Type Rate Database Technique Features M. Learning

FP A P R Nb. From

Wen et al.
[48]

2017 H 13% 95% – – 2000 Google Play,
Drebin dataset,
Malgenome
Project

Monitoring in a
virtual
environment

Perm., intentions,
API, Intent,
Precesses, battery
usage

SVM

Andromaly
[41]

2012 D 12% 87% – – 44 Google Play Continuously
monitors multiple
system elements

88 functionalities
(related to
messaging, call
phone, API)

k-Means, Logistic
Regression,
Histograms,
Decision Tree,
Bayesian
Networks, Naïve
Bayes

Crowdroid
[39]

2011 D – 100% – 100% 5 Google Play System call
monitoring

System calls k-means

XManDroid
[49]

2011 D 3% – – – 50 Google Play Monitoring of
perm. usage

Perm., Reference
Monitor, Decision
Maker, System
View, System
Policy and
Decisions

–

Paranoid
Android [51]

2010 D – – – – – – Simulates multiple
attacks on a
remote server
running a replica

system calls trace –
5. Conclusion

In this paper, we survey malware detection methods for An-
roid, focusing on the advantages and drawbacks of each and
ade recommendations for future research on the topic.
Despite the fact that a large number of solutions that have

een proposed, several challenges remains to be addressed, es-
ecially because of the rapidly evolving nature of malware. We
ite difficulties related to code obfuscation, the unavailability of
ource code and the emerging problem of malware collusion as
roblems that require particular attention in the near future.
rom our analysis of the papers we surveyed, we drew 15 rec-
mmendations that we believe will enable researchers to develop
ore effective malware detection tools. We especially recom-
end that researchers make available the testing datasets that

hey used, as well as the experiments they perform. Indeed, we
ound it particularly difficult to compare detection methods since
hey often used different testing datasets, are reported different
ypes of values (accuracy, precision, recall etc.) as result.

We also argue that static and dynamic analysis may be com-
ined in order to develop more effective enforcement mecha-
isms. The recommendations that we offer may help guide future
esearch and address these challenges.

eclaration of competing interest

The authors declare that they have no known competing finan-
ial interests or personal relationships that could have appeared
o influence the work reported in this paper.

ppendix. Recapitulative table

We provide a recapitulative table of every malware detection
ethod we studied. For each method or tool, we provide:

• the name of the tool and its reference;
• its year of publication;
• the classification method used: static (S), dynamic (D) or

hybrid (H);
• the rate of false positives (FP), accuracy (A), precision (P) and

recall (R), when provided; for the sake of space, all values
have been truncated to integer percentages, with the usual
definition of these terms, namely:
15
accuracy =
tp+tn

tp+fp+fp+fn
precision =

tp
tp+fp

recall (detection rate) =
tp

tp+fn
rate of false positives =

fp
fp+tn ;

• the size (Nb.) and origin of the testing sets;
• the technique used to analyze the application;
• for methods based on machine learning, the type of fea-

tures used, the machine learning algorithms employed and
indicate any pre-processing performed on the data;

We used the values for accuracy, precision and false positive
rate as reported, and only included these values when they were
directly reported in the paper. We deliberately avoided inferring
these values from other experimental data in the paper, out of an
abundance of caution. In a few cases, the rate of false positives is
not explicitly mentioned, but the paper claims it is ‘‘low’’, which
has been indicated by an L in the corresponding table cell.
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