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Abstract. A promising solution to the problem of securing potentiallymalicious
mobile code lies in the use of program monitors which are inlined into an un-
trusted program to produce a new instrumented program that provably respects
the security policy captured by that monitor. It is well known that enforcement
mechanisms based on Schneider’s security automata only enforce safety proper-
ties [1]. Yet subsequent studies show that a wider range of properties than those
implemented so far could be enforced using monitors. In thispaper, we present
an approach to producing a model of an instrumented program from a security re-
quirement represented by a Rabin automaton and a model of theprogram. Based
on an a priori knowledge of the program behavior, this approach allows ton en-
force in some cases, to enforce more than safety properties.We provide a theorem
stating that a truncation enforcement mechanism considering only the set of pos-
sible executions of a specific program is strictly more powerful than a mechanism
considering all the executions over an alphabet of actions.
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1 Introduction

Execution monitoring is an approach to code safety that seeks to allow an untrusted
code to run safely by observing its execution and reacting ifneed be to prevent a po-
tential violation of a user-supplied security policy. Thismethod has many promising
applications, particularly with respect to the safe use of mobile code.

Academic research on monitoring has generally focused on two questions. The first
relates to the set of policies that can be enforced by monitors and the conditions under
which this set could be extended. The second question deals with the way to in-line a
monitor into an untrusted or potentially malicious programin order to produce a new
instrumented program that provably respects the desired security policy.

While studies on security policy enforcement mechanisms show that an a priori
knowledge of the target program’s behavior would increase the power of these mecha-
nisms [2, 3], no further investigations have been pursued inorder to take full advantage
of this idea in the context of runtime monitoring.

In this paper, we present an approach to generate a safe instrumented program, from
a security policy and an untrusted program in which the monitor draws on an a priori
knowledge of the program’s possible behavior. The policy isstated as a deterministic
Rabin automaton, a model which can recognize the same class of languages as non
deterministic Büchi automata [4].
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In our framework a program execution may be of infinite lengthrepresenting the
executions of programs such as daemons or servers. Finite executions are made infinite
by attaching at their end an infinite repetition of a void action.

The use of Rabin automaton is motivated by the need of determinism in order to
simplify our method and the associated proofs.

Our approach draws on advances in discrete events system control by [5] and on
related subsequent research by Langar and Mejri [6] and consists in combining two
models via the automata product operator: a model representing the system’s behavior
and another one representing the property to be enforced. Inour approach, the model
representing the system’s behavior is represented by an LTSand the property to be
enforced is stated as a Rabin automaton. The LTS representing the program could be
built directly from the control flow graph after a control flowanalysis [7, 8].

To sum up, our approach either returns an instrumented program, modeled as a la-
beled transition system, which provably respects the inputsecurity policy or terminates
with an error message. While the latter case sometimes occurs, it is important to stress
that this will never occur if the desired property is a safetyproperty which can be en-
forced using existing approaches. Our approach is thus strictly more expressive.

The rest of this paper is organized as follows. Section 2 presents a review of related
work. In Section 3, we define some concepts that are used throughout the paper. The
elaborated method is presented in Section 4. In Section 5, wediscuss the theoretical
underpinnings of our method. Some concluding remarks are finally drawn in Section 6
together with an outline of possible future work.

2 Related Work

Schneider, in his seminal work [1], was the first to investigate the question of which
security policies could be enforced by monitors. He focusedon specific classes of mon-
itors, which observe the execution of a target program with no knowledge of its possible
future behavior and with no ability to affect it, except by aborting the execution. Under
these conditions, he found that a monitor could enforce the precise security policies that
are identified in the literature as safety properties, and are informally characterized by
prohibiting a certain bad thing from occurring in a given execution. These properties
can be modeled by a security automaton, or a truncation automaton, and their repre-
sentation has formed the basis of several practical as well as theoretical monitoring
frameworks.

Schneider’s study also suggested that the set of propertiesenforceable by monitors
could be extended under certain conditions. Building on this insight, Ligatti, Bauer and
Walker [3, 9] examined the way the set of policies enforceable by monitors would be
extended if the monitor had some knowledge of its target’s possible behavior or if its
ability to alter that behavior were increased. The authors modified the above definition
of a monitor along three axes, namely (1) the means on which the monitor relies in
order to respond to a possible violation of the security policy; (2) whether the monitor
has access to information about the program’s possible behavior; (3) and how strictly
the monitor is required to enforce the security policy. Consequently, they were able to
provide a rich taxonomy of classes of security policies, associated with the appropriate
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model needed to enforce them. Several of these models are strictly more powerful than
the security automata developed by Schneider and are used inpractice.

Evolving along this line of inquiry, Ligatti et al. [10] gavea more precise definition
of the set of properties enforceable by the most powerful monitors, while Fong [11]
and Talhi et al. [12] expounded on the capabilities of monitors operating under memory
constraints. Hamlen et al. [2] , on the other hand showed thatin-lined monitors, (whose
operation is injected into the target program’s code, rather than working in parallel),
can also enforce more properties than those modeled by a security automaton. In [13],
a method is given to enforce both safety and co-safety properties by monitoring.

The first practical application using this framework was developed by Erlingsson
and Schneider in [14]. In that project, a security automatonis merged into object code,
and static analysis is used to reduce the runtime overhead incurred by the policy en-
forcement. Similar approaches, working on source code, were developed by Colcombet
and Fradet [15], by Langar and Mejri [6] and by Kim et al. [16–19]. All these methods
are limited to enforcing safety properties, which must be included either as a security
automaton, or stated in a custom logic developed for this application. The first two focus
on optimizing the instrumentation introduced in the code.

3 Preliminaries

Before moving on, let us briefly start with some preliminary definitions.
We express the desired security property as a Rabin automaton. A Rabin automaton

R, over alphabetA is a tuple(Q, q0, δ, C) such that

– A is a finite or countably infinite set of symbols;
– Q is a finite set of states;
– q0 ∈ Q is the initial state;
– δ ⊆ Q × A × Q is a transition function;
– C = {(Lj, Uj)|j ∈ J} is the acceptance set. It is a set of couples(Lj , Uj) where

Lj ⊆ Q andUj ⊆ Q for all j ∈ J andJ ⊆ N.

Let R stand for a Rabin automaton defined over alphabetA. A subsetQ′ ⊆ Q is
admissibleif and only if there exists aj ∈ J such thatQ′ ∩ Lj = ∅ andQ′ ∩ Uj 6= ∅.

For the sake of simplicity, we refer to the elements defining an automaton or a model
following formalism: the set of statesQ of automatonR is referred to asR.Q and we
leave it asQ when it is clear in the context.

A path π, is a finite (respectively infinite) sequence of states〈q1, q2, ..., qn〉 (re-
spectively〈q1, q2, ...〉) such that there exists a finite (respectively infinite) sequence of
symbolsa1, a2, ..., an (respectivelya1, a2, ...) called the label ofπ such thatδ(qi, ai) =
qi+1 for all i ∈ {0, ..., n} (respectivelyi ≥ 0). In fact, a path is a sequence of states
consisting of a possible run of the automaton, and the label of this path is the input
sequence that generates this run. A path is said to be empty ifits label is the empty
sequenceǫ.

We denote byset(π) the set of of states visited by the pathπ. The first state ofπ is
called the origin ofπ. If π is finite, the last state it visits is called its end; otherwise, if
it is infinite, we writeinf (π) for the set of states that are visited infinitely often inπ. A
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pathπ is initial if and only if its origin isq0, the initial state of the automaton, and it is
final if and only if it is infinite andinf (π) is admissible.

A path issuccessfulif and only if it is both initial and final. The property of suc-
cessfulness of a path determines, in fact, the acceptance condition of Rabin automata.
A sequence is accepted by a Rabin automatoniff it is the label of asuccessfulpath.

The set of all accepted sequences ofR is the language recognized byR, notedLR.
Let q ∈ Q be a state ofR. We say thatq is accessibleiff there exists an initial path

(possibly the empty path) that visitsq. We say thatq is co-accessibleiff it is the origin
of a final path.

Executions are modeled as sequences of atomic actions takenfrom a finite or count-
ably infinite set of actionsA. The empty sequence is notedǫ, the set of all finite length
sequences is notedA∗, that of all infinite length sequences is notedAω, and the set
of all possible sequences is notedA∞= Aω ∪ A∗. Let τ ∈ A∗ andσ ∈ A∞ be two
sequences of actions. We writeτ ; σ for the concatenation ofτ andσ. We say thatτ is a
prefix ofσ notedτ � σ iff τ ∈ A∗ and there exists a sequenceσ′ such thatτ ; σ′ = σ.

Let a ∈ A be an action symbol. A stateq′ ∈ Q is ana−successor ofq if δ(q, a) =
q′. Conversely, a stateq′ is a successor ofq if there exists a symbola such thatδ(q, a) =
q′.

Let π = 〈q1, q2, ..., qn〉 be a finite path inR. This path is a cycle ifq1 = qn.
The cycleπ is admissibleiff set(π) is admissible. It is accessibleiff there is a state

q in set(π) such thatq is accessible, and likewise, it is co-accessibleiff there is a state
q in set(π) such thatq is co-accessible.
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C = {({3}, {4}), (∅, {5})}

Fig. 1. A Rabin Automaton with acceptance
Condition C
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Fig. 2.Example- Labeled transition system

Let us consider Figure 1. It represents a Rabin automaton. Inthis figure, all the
states are accessible and co-accessible. The paths〈3, 4, 3, 4, 3〉, 〈3, 4, 3〉 and 〈2, 2〉
are inadmissible cycles, while〈5, 5〉 is an admissible cycle and both infinite paths
〈1, 2, 3, 4, 5, 5, . . .〉 and 〈1, 2, 3, 4, 3, 4, 4, . . .〉 are initial and final and therefore both
are successful.
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Finally a security propertŷP is a predicate on executions. An executionσ is said to
be valid or to respect the property if̂P(σ). A Rabin automatonR represents a security
policy P̂ iff LR = {σ|P̂(σ)}, the set of executions that satisfy the security policy.
Abusing the notation, we extend the application ofP̂ to a set of sequences, thus ifΣ is
a set of sequenceŝP(Σ) means that all the sequences ofΣ satisfyP̂ .

4 Method

In this section we explain our approach in more detail and illustrate its operation with
an example. The main algorithm takes as input a Rabin automatonR, which represents
a security PolicyP̂ and a labeled transition system (LTS)M, which models a program.
The algorithm either returns a model of an instrumented program that enforceŝP onM
or returns an error message. The latter case occurs when it isnot possible to produce an
instrumented program that both enforces the desired security property and generates all
valid sequences ofM.

Following [20, 2, 9], we consider that an enforcement mechanism successfully, en-
forces the property if the two following conditions are satisfied. First, the enforcement
mechanism must be transparent; meaning that all possible program executions that re-
spect the property must be emitted, i.e. the enforcement mechanism cannot prevent the
execution of a sequence satisfying the property. Second, the enforcement mechanism
must be sound, meaning that it must ensure that all observable output respects the prop-
erty. We revisit and expand these ideas in Sections 4.3 and 5.We illustrate each step of
our approach using an example program and a security policy.

4.1 Property Encoding

As mentionned earlier, the desired security property is stated as a Rabin automaton.
The security propertŷP to which we seek to conform the target program is modeled
by the Rabin automaton in Figure 1, over the alphabetA ∪ {aend} with A = {a, b}.
The symbolaend is a special token added toA to capture the end of a finite sequence,
since the Rabin automaton only accepts infinite length sequences. The finite sequence
σ is thus modeled asσ; (aend)

ω . The language accepted by this automaton is the set of
executions that containing only a finite non-empty number ofa actions and such that
finite executions end with ab action.

For the sake of simplicity, if a sequenceσ = τ ; (aend)ω with τ ∈ A∗ is such that
P̂(σ) we say thatP̂(τ).

4.2 Program Abstraction

The program is abstracted as a labeled transition system (LTS). This is a conservative
abstraction, widely used in model checking and static analysis, in which a program
is abstracted as a graph, whose nodes represent program points, and whose edges are
labeled with instructions (or abstractions of instructions, or actions). Formally, a LTS
M, over alphabetA is a deterministic graph(Q, q0, δ) such that:

– A is a finite or countably infinite set of actions;



6 H. Chabot, R. Khoury and N. Tawbi

– Q is a finite set of states;
– q0 is the initial state;
– δ : Q ×A × Q is a transition function. For eachq ∈ Q, there must be at least one

a ∈ A for whichδ(q, a) is defined.

Here also a finite sequenceσ is extended with the suffix(aend)ω yielding the infinite
sequenceσ; (aend)ω.

In general, static analysis tools do not always generate deterministic LTSs. Yet, this
restriction can be imposed with no loss of generality. Indeed, a non-deterministic LTS
M over alphabetA can be represented by an equivalent deterministic LTSM′ over
alphabetA × N, which is equivalent toM if we ignore the numbersi ∈ N associated
with the actions. Each occurrence of an actiona is associated with a unique index in
N so as to distinguish it from other occurrences of the same action a. In what follows,
we can thus consider only deterministic LTSs. Furthermore,we focus exclusively on
infinite length executions.

The example program that we use to illustrate our approach ismodeled by the LTS
in Figure 2, over the alphabetA. The issue consisting of how to abstract a program into
a LTS is beyond the scope of this paper.

As with the Rabin Automata, we define apathπ as a finite or infinite sequence of
states〈q1, q2, . . .〉 such that there exists a corresponding sequence of actions(a1, a2 . . .)
called the label ofπ, for which theδ(qi, ai) = qi+1.

The set of all labels of infinite paths starting inq0 is the language generated or
emitted byM and is notedLM.

4.3 Algorithm

The algorithm’s input consists of the program modelM and a Rabin automatonR
which encodes the property. The output is a truncation automatonT representing a
model of an in-lined monitored program acting exactly identically to the input program
for all the executions satisfying the property and halting abad execution after producing
a valid prefix of this execution.

A high level description of the algorithm is as follows:

1. Build a product automatonRP whose recognized language is exactly :LRP =
LR ∩ LM.

2. Build RT from RP by the application of a transformation allowing it to accept
partial executions of the program modeled byM that satisfy the propertŷP.

3. Check ifRT could be used as a truncation automaton and produce a LTST model-
ing the program instrumented by a truncation mechanism otherwise produceerror.

The following sections give more details on each step.

Automata Product The first phase of the transformation is to constructRP , a Rabin
automaton that accepts the intersection of the language accepted by the automatonR
and the language emitted byM. This is exactly the product of these two automata. Thus
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RP accepts the set of executions that both respect the propertyand represent executions
of the target program.

Given a property automatonR = (R.Q,R.q0,R.δ,R.C) and a Labeled Transition
systemM = (M.Q,M.q0,M.δ) the automatonRP is constructed as follows:

– RP .Q = R.Q ×M.Q
– RP .q0 = (R.q0,M.q0)
– ∀q ∈ R.Q, q′ ∈ M.Q ∧ a ∈ (A ∪ {aend})

RP .δ((q, q′), a) =















(R.δ(q, a),M.δ(q′, a)) if R.δ(q, a) andM.δ(q′, a)
are defined

undefined otherwise
– RP .C =

⋃

(L,U)∈R.C{(L ×M.Q, U ×M.Q)}

The automaton built for our example using the property in Figure 1 and the program
model presented in Figure 2 is given in Figure 3.

(1, 1)

(3, 2) (4, 2)

(2, 4) (3, 5) (4, 5)

b

ba

b

b

a
b

a

(3, 3)

(2, 6) (3, 7) (4, 6)

a

b

a
b

a

C = {( {(3, 2), (3, 3), (3, 5), (3, 7)},

{(4, 2), (4, 5), (4, 6)} )}

Fig. 3. Example - Rabin automatonRP
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(2, 6) (3, 7) (4, 6)

b

ba

b

b
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b
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(3, 3)
a

a

h

h

h

ahalt

ahalt

ahalt

ahalt

ahalt

ahalt

C ={({(3, 2), (3, 3), (3, 5), (3, 7)},

{(4, 2), (4, 5), (4, 6)}),(∅, {h})}

Fig. 4.Transformed Product Automaton

SinceRP accepts the intersection of the languages accepted by the automatonR
andM, it would seem an ideal abstraction from which to build the instrumented pro-
gram. However, there is no known way to transform such an automaton into a program.
Indeed, since the acceptance condition of the Rabin automaton is built around the no-
tion of infinite traces reaching some states infinitely often, a dynamic monitoring system
built from such an automaton with no help provided by a prior static analysis, may never
be able to determine if a given execution is valid or not.
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Instead, we extract a deterministic automaton,T = (T .Q, T .q0, T .δ), from the Ra-
bin automatonRP . This automaton is the labeled transition system which is returned.
It forms in turn the basis of the instrumented program we seekto construct. The instru-
mented program is expected to work as a program monitored by atruncation automaton
meaning that its modelT has to satisfy the following conditions: (1)T emits each ex-
ecution ofM satisfying the security property without any modification,(2) for each
execution that does not satisfy the property,T safely halts it after producing a valid par-
tial execution, and (3)T does not emit anything else apart those executions described
in (1) and (2).

The next step toward this goal is to apply a transformation that allowsRP to accept
partial executions ofM which satisfy the property. Indeed, all finite initial pathsin
RP represent partial executions ofM, only some of them satisfy the security property.
We add a transition, labeledahalt, to a new stateh to every state inRP where the
execution could be aborted after producing a partial execution satisfying the property,
i.e. a state(q1, q2) for whichR.δ(q1, aend) is defined. The stateh is made admissible
by adding the transition(h, ahalt, h) to the set of transitions and the pair(∅, {h}) to the
acceptance set. We have to be careful in choosingh andahalt such thath 6∈ R.Q∪M.Q
andahalt 6∈ A the alphabet of actions.

We refer to this updated version ofRP asRT , built fromRP as follows :

– RT .Q = RP .Q ∪ {h}
– RT .q0 = RP .q0

– RT .δ = RP .δ ∪ {(q, ahalt, h)|RP .δ(q, aend) is defined}∪ {(h, ahalt, h)}.
– RT .C = RP .C ∪ {(∅, {h})}

After this transformation our example product automaton becomes the automaton
depicted in Figure 4. The halt stateh has been duplicated three times in order to avoid
cross edging.

The language recognized byRT is

LRT = (LR∩LM)∪{τ ; (ahalt)
ω|(τ ∈ A∗)∧(∃σ ∈ LM : τ � σ)∧(τ ; (aend)ω ∈

LR)}.

Extracting a Model of the Instrumented Program The next phase consists in extract-
ing, if possible, a labeled transition systemT = (Q, q0, δ), from the Rabin automaton
RT . This automaton is expected to behave as the original program monitored by a trun-
cation automaton.

To understand the need for this step, first note that the acceptance condition of a
Rabin automaton could not be checked dynamically due to its infinite nature. Should we
build an instrumented program directly fromRT , by ignoring its acceptance condition,
and treating it like a simple LTS, the resulting program would still generate all traces
of M that verify the propertŷP but it would also generate the invalid sequences ofM
representing labels of infinite paths inRT trapped in non admissible cycles. In other
words, the enforcement of the property would be transparentbut not sound.

In order to generateT , we pruneRT of some of its states and transitions, eliminat-
ing inadmissible cycles while taking care to preserve the ability to generate all the valid
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sequences ofLM. Furthermore, we need to ascertain thatT aborts the execution of
every sequence ofLM not satisfyingP̂ and thatT generates only executions satisfying
P̂ .

We can now restate the correctness requirements of our approach. In the formulation
of these requirements, the actionsaend andahalt are ignored, as they merely model the
end of a finite sequence.

(∀σ ∈ LM| : (∃τ ∈ LT | : ((τ = σ) ∨ (τ 4 σ)) ∧ P̂(τ) ∧ (P̂(σ) =⇒ (τ = σ))))

(4.1)

∀τ ∈ LT | : ((∃σ ∈ LM| : ((τ = σ) ∨ (τ 4 σ))) ∧ P̂(τ) (4.2)

Note that the requirements 4.1 and 4.2 are not only sufficientto ensure the respect
of soundness and transparency requirements introduced at the beginning of Section 4
following [20, 2, 9], but also that of a more restrictive requirement. Indeed, requirement
4.1 also states that the mechanism is a truncation mechanism. It ensures the compliance
to the security property by aborting the execution before a security violation occurs
whenever this is needed. We can thus prove that for any invalid sequence present in the
original model, the instrumented program outputs a valid prefix of that sequence.

Our enforcement mechanism is not allowed to generate sequences that are not re-
lated to sequences inLM either by equality or prefix relation. Furthermore these se-
quences must satisfŷP . This is stated in requirement 4.2.

Requirements 4.1 and 4.2 give the guidelines for constructing T from RT . The
transformations that are performed onRT to ensure meeting these requirements are
elaborated around the following intuition. The automatonRT has to be pruned so as to
ensure that it represents a safety property even thoughR is not. Note that this is not pos-
sible in the general case without violating the requirements. The idea is that admissible
cycles are visited infinitely often by executions satisfying P̂ and must thus be included
in T . Likewise, any other state or transition that can reach an admissible cycle may be
part of such an execution and must be included. On the other hand, inadmissible cycles
cannot be included inT as the property is violated by any trace that goes through such
a cycle infinitely often. In some cases their elimination cannot occur without the loss of
transparency and our approach fails, returningerror. The underlying idea of the sub-
sequent manipulation is thus to check whether we can trimRT by removing bad cycles
but without also removing the states and transitions required to ensure transparency.

The following steps show how we perform the trim procedure.
The nest step is to determine the strongly connected components (scc) in the graph

representingRT using Tarjan’s algorithm [21]. We then examine eachsccand mark it as
containing either only admissible cycles, only inadmissible cycles, both types of cycles,
or no cycles (in the trivial case).To perform this last operation, we have developed
heuristics based on the notion that graphs which model programs are structured. A
discussion of these heuristics is however beyond the scope of this paper.

The next step is to construct the quotient graph ofRT in which each node represents
a sccand an edge connecting twosccc1 andc2 indicates that there exists a stateq1 in
sccc1 and a stateq2 in sccc2 and an actiona such thatRT .δ(q1, a) = q2. We assume,
without loss of generality, that all thesccstates are accessible from the initial node, the
scccontainingq0.
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The nodes of the quotient graphRT are then visited in reverse topological ordering.
We determine for each one whether it should be kept intact, altered or removed.

In the what follows thescccontaining the halting stateh is referred to asH .
A scc with no cycle at all is removed with its incident edges if it cannot reach

anotherscc. In Figure 4 thesccconsisting of the state(3, 3) would thus be eliminated.
A scc containing only admissible cycles should be kept, since allthe executions

reaching it satisfyP̂ . Eliminating it would prevent the enforcement mechanism from
being transparent. In our example in Figure 4 thesccconsisting of the single state(4, 2)
has only admissible cycles and should be kept.

A scc containing only non admissible cycles can be removed if it cannot reach
anothersccwith only admissible cycles. Otherwise, we are generally forced to return
error. However, in some cases, we can either break the inadmissible cycles or prevent
them from reachingH by removing some transitions and keeping the remainder of the
scc. This occurs when the only successor, having admissible cycles, of thisscc is H .
In our example, thescccontaining the states(3, 7) and(4, 6) has only non admissible
cycles andH is its only successor. We can eliminate thissccand halt witherror at this
point. Yet, if we observe that eliminating the transition((4, 6), a, (3, 7)) would break
the inadmissible cycle, we can eliminate that transition and keep the rest of thescc.

A transition can only be removed if its origin hash as immediate successor. This
is because, should the instrumented program attempt to perform the action that corre-
sponds to this transition, its execution would be aborted. However, a partial execution
only satisfies the property if it ends in a state that hash as an immediate successor.

A scc containing admissible and non admissible cycles may cause good or bad
behavior. Actually, an execution reaching thissccmay be trapped in an inadmissible
cycle for ever or may leave it to reach an admissible cycle thus satisfying the property
P̂ . We have no means to dynamically check whether the executionis going to leave
a cycle or not. Thus, in this case we must abort witherror. In the example given
in Figure 4 thesccconsisting of the two states(3, 5) and(4, 5) have one admissible
cycle,〈(4, 5), (4, 5)〉 and one inadmissible cycle〈(3, 5), (4, 5), (3, 5)〉. This last cycle
is visited if the invalid sequence(ba)ω is being generated. Note that the automaton
accepts an infinite number of valid traces of the formba(ba)∗bω, and that no truncation
automaton can both accept these traces and reject the invalid trace described above.
Hence we have to abort the algorithm witherror in such cases.

After removing all thescc with inadmissible cycles and provided we have not
aborted, we can be sure that an instrumented program built from T would not con-
tain any infinite length execution which does not respect thesecurity property. We must
still verify that whenever the execution is halted, the partial sequence emitted satisfies
P̂ .

The last step is to check whether the eliminated states and transitions could not al-
low invalid partial executions to be emitted. This verification is based on the following
observation: if a removed transition has an origin state that is not an immediate prede-
cessor ofh this would then allow to emit a partial execution that does not satisfy P̂.
Hence, the verification merely consists in checking whetherwe have removed transi-
tions from states that are not immediate predecessors ofh; if such is the case we have
to abort witherror. More precisely, for a stateq = (q1, q2) in T we have to check



Generating In-Line Monitors 11

whether it is possible fromq2 in M to perform actions that are not possible fromq; if
this is the case,q must haveh as immediate successor; otherwise, we have no other op-
tion than to terminate the algorithm without returning a suitable LTS and with an error
message.

We may also remove the transitions of the form(h, ahalt, h) and(q, aend, q), where
q ∈ RT .Q.

4.4 Additional Example

Throughout this section, we have illustrated each step of our approach with an exam-
ple that was carefully crafted to highlight some of the behavior our algorithm may en-
counter when in-lining a monitor into a target program. As some aspects of the behavior
lead to the rejection of the target program, we were unable toshow, using this example,
the final result of our approach. We thus introduce in this section another example in
which the approach succeeds and returns a model of an instrumented program that ver-
ifies the property. The most striking feature of this exampleis the fact that the property
being enforced is not a safety property and, as such, cannot possibly be enforced under
existing implementations on formal in-line monitoring frameworks.

This security property is modeled by the automaton in Figure5, over the alphabet
A = {open, close, void}. This automaton captures a plausible security requirementfor
a program that accesses a database, namely that:

– The program can open no more that one connection to the database at any given
time.

– The program only closes a connection to the database if it hasalready been opened.
– Any connection that is opened is eventually closed. This last requirement adds a

liveness component to the desired security property.

Note that the first two actions fromA model the operation of opening and closing the
database, while the last is used as a stand in for other program actions that have no
bearing on the satisfaction of the security property.

q0

{voidi|i ∈ N}

q1

{voidi|i ∈ N}

qhalt aend

aend

{open
i
|i ∈ N}

{closei|i ∈ N}

C = {(∅, {q0, qhalt})}

Fig. 5. Example 2, Rabin automaton

1 3 5

8

11 12

aend

void2

void10

open
7close8

close11

open
4

void5

Fig. 6. Example 2, LTS
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Figure 6 shows a LTS which approximates the behavior of the program whose ex-
ecution we wish to monitor. This program could be a remote agent who accesses a
database, performs some computations locally and returns aresult. The subscripts added
to the atomic actions serve only to avoid the presence of non-determinism in the model
(each action is associated with a distinct program instruction), and has no bearing on
the satisfaction of the security predicate.

The transformed product automatonRT of Example 2 is depicted in Figure 7.

(q0, 1) (q0, 3)

(q0, 11)

(q1, 3)

(q1, 5)

(q1, 8)

void2

void10

open
4

open
7

void5

close8

h ahalt

ahalt

ahalt

ahalt

'

&

$

%

A

�
�

�
�

NC

�
�

�
�

NC

�
�

�
�

NC �
�

�
�
A

C = {(∅, {(q0, 1), (q0, 3), (q0, 11)}), (∅, {h})}

Fig. 7. Example 2, Transformed product au-
tomaton

(q0, 1) (q0, 3)

(q0, 11)

(q1, 8)

void2

void10

open
7close8

h

ahalt

ahalt

ahalt

Fig. 8. Example 2, Truncation automaton

In Figure 7, the strongly connected components are shown andannotated with either
A meaning all the component’s cycles are admissible,NC meaning the component has
no cycles andN meaning all the cycles of the component are inadmissible.

We omit the intermediate steps performed by the algorithm, since they have already
been discussed throughout the last section using the preceding example. More relevant
is the result returned by our approach in this case, namely a LTS that could be trans-
formed into a provably secure program. This LTS is presentedin Figure 8.

5 Mechanism’s Enforcement power

In this section, we show that non-uniform enforcement mechanisms, which occur when
the set of possible executionsΣ is a subset ifAω , are more powerful than uniform
enforcers, i.e. those for whichΣ = Aω , in the sense that they are able to enforce a
larger class of security properties. This demonstration will reveal that monitors that are
tailored to specific programs may be able to enforce a wide setof properties and argues
for the use of static analysis in conjunction with monitoring.

Let us begin with a more formal definition of the concepts we discussed in the pre-
vious sections, following the notations adopted in [3, 9]. We specify the enforcement
mechanism behavior of a security automatonS by judgments of the form
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(q, σ)
τ

−→S(q′, σ′) whereq is the current state of the automaton;σ is the attempted ex-
ecution;q′ is the state the automaton reach after one execution step;σ′ is the remaining
execution trace to be performed; andτ is the execution trace consisting of one action at
most that is emitted by the security automaton after one step.

The execution of the security automaton is generalized withthe multi-step judg-
ments defined through reflexivity and transitivity rules as follows.

Definition 1 (Multi-step semantics).
LetS be a security automaton. The multi-step relation(q, σ)

τ
=⇒S(q′, σ′) is induc-

tively defined as follows.
For all q, q′, q′′ ∈ Q, σ, σ′, σ′′ ∈ A∞ andτ, τ ′ ∈ A∗ we have

(q, σ)
ε

=⇒S(q, σ) (5.1)

if (q, σ)
τ

=⇒S(q′′, σ′′) and(q′′, σ′′)
τ ′

−→S(q′, σ′) then(q, σ)
τ ;τ ′

=⇒S(q′, σ′) (5.2)

We are now able to give the definition of what a security enforcement mechanism is.
Intuitively, we can think of security enforcement mechanisms as sequence transformers,
automata that take a program’s actions sequence as input, and output a new sequence of
actions that respects the security property. This intuition is formalized as follows:

Definition 2 (Transformation). A security automatonS = (Q, q0, δ) transforms an
execution traceσ ∈ A∞ into an executionτ ∈ A∞, noted(q0, σ)⇓Sτ , if and only if

∀q ∈ Q, σ′ ∈ A∞, τ ′ ∈ A∗ |: ((q0, σ)
τ ′

=⇒S(q′, σ′)) =⇒ τ ′
4 τ (5.3)

∀τ ′
4 τ |: ∃q′ ∈ Q, σ′ ∈ A∞ |: (q0, σ)

τ ′

=⇒S(q′, σ′) (5.4)

We have seen that a security enforcement mechanism must respect two properties
namely soundness and transparency. The former requires that no invalid execution be
permitted, while the latter states that all valid executions must be transformed into se-
mantically equivalent executions. But for enforcement to be meaningful, the notion of
equivalence must be constrained. Otherwise, one might argue, for instance, that the
empty sequenceǫ is equivalent to every valid execution, and enforceanyproperty by
aborting every execution at its onset.

Instead, we argue that two executionsτ, σ ∈ A∞ are equivalent if there exists a
reflexive, symmetric and transitive, equivalence relation∼= s.t.τ ∼= σ.

We can now state formally what it means for an enforcement mechanism to effec-
tively enforce a security property

Definition 3 (effectiveΣ
∼=Application). Let Σ ⊆ A∞ be a set of execution traces. A

security automatonS = (Q, q0, δ) enforces effectively∼= a security propertŷP for Σ if
and only if for all input traceσ ∈ Σ there exists an output traceτ ∈ A∞ such that

(q0, σ)⇓Sτ (5.5)

P̂(τ) (5.6)

P̂(σ) =⇒ σ ∼= τ (5.7)
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Informally, a security automatonenforces effectively∼= a property forΣ iff for each
execution traceσ ∈ Σ, it outputs a traceτ such thatτ is valid, with respect to the
property, and if the input traceσ is itself valid thenσ ∼= τ .

Definition 4 (SΣ
∼=-enforceable). LetΣ ⊆ A∞ be a set of execution traces andS be a

class of security automata. The classSΣ
∼=-enforceable is the set of security properties

such that for each property in this set, there exists a security automatonS ∈ S that
effectively∼= enforces this property for the traces inΣ.

Our approach is built around the idea, first suggested by Ligatti et al. in [3, 9], that
the set of properties enforceable by a monitor could sometimes be extended if the mon-
itor has some knowledge of the program’s possible behavior and thus can rule out some
executions as impossible.

We can now state this idea more formally.

Theorem 1. LetS be a class of security automata and letΣ♮, Σ♯ ⊆ A∞ be two sets
of execution tracesΣ♮ ⊆ Σ♯ then we have

SΣ♯

∼= -enforceable ⊆ SΣ♮

∼= -enforceable (5.8)

The proof is quite straightforward, and based upon the intuition that a security mech-
anism possessing certain knowledge about its target may discard it, and then behave as
an enforcement mechanisms lacking this knowledge.The proof has been omitted for
space consideration.

Corollary 1. LetS be a class of security automaton. For all execution trace setΣ ⊆
A∞ we have

SA
∞

∼= -enforceable ⊆ SΣ
∼=-enforceable (5.9)

Corollary 1 indicates that any security property that is effectively∼= enforceable by
a security automaton in a uniform context (Σ = A∞) is also enforceable in the nonuni-
form context (Σ 6= A∞). It follows that our approach is at least as powerful as those
previously suggested in the literature that we built aroundthat last framework.

It would be interesting to prove that for all security automaton classes,S and for all
equivalence relations∼=, we haveSA

∞

∼= -enforceable ⊂ SΣ
∼=-enforceable.

This is unfortunately not the case, as there exists at least one class of security au-
tomaton (ex.S = ∅), and one equivalence relation (ex.τ ∼= σ ∀τ, σ ∈ A∞ ) such that
SA

∞

∼= -enforceable = SΣ
∼=-enforceable for all set of tracesΣ ⊆ A∞.

However in our approach, we focus both on a specific class of security automata and
on a specific equivalence relation. In our particular case, the set of policies enforceable
in a nonuniform context is strictly greater than the one thatis enforceable in the uniform
context.

The monitors used in this paper are truncation automata, first described in [1]. These
are monitors which, when presented with a potentially invalid sequence, have no option
but to abort the execution.
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Definition 5 (Truncation Automaton). A truncation automaton is a security automa-
ton whereδ : Q ×A → Q ∪ {halt} and halt 6∈ Q.

Furthermore, we use syntactic equivalence (=) as the equivalence relation between
valid traces.

We can now state the central theorem of this paper, that the enforcement power
of the truncation automaton is strictly greater in the nonuniform context than in the
uniform context, when we consider =-enforcement.

Theorem 2. For all set of tracesΣ ⊂ A∞ we have

T
A

∞

= -enforceable ⊂ TΣ
=-enforceable (5.10)

The proof is based on the following observations. First, it has been shown in [1,
3] that a property isTA

∞

= -enforceable iff it is a safety property. Second. Let̂P be a
security property,̂P is trivially enforceable onΣ iff for every sequenceσ ∈ Σ, P̂(σ).
The proof thus consists in showing that for anyΣ ⊂ A∞, a nonsafety property can
be stated, and trivially enforced.More specifically, this proof seeks to demonstrate for a
sequenceυ ∈ A∞ s. t.υ /∈ Σ the non-safety security propertŷP(σ) ⇐⇒ (σ 6= υ) for
all σ ∈ A∞ is TΣ

=-enforceable. The proof has been omitted for space consideration.

6 Conclusion and Future Work

The main contribution of this paper is the elaboration of a method aiming at in-lining a
security enforcement mechanism in an untrusted program. The security property to be
enforced is expressed by a Rabin automaton and the program ismodeled by a LTS. The
in-lined monitoring mechanism is actually a truncation mechanism allowing valid exe-
cutions to run normally while halting bad executions beforethey violate the property.

In our approach, the monitor’s enforcement power is extended by giving it access to
statically gathered information about the program’s possible behavior. This allows us to
enforce non-safety properties for some programs. Nevertheless, several cases still exist
where our approach fails to find a suitable instrumented code. These are cases where
an execution may alternate between satisfying the propertyor not and could halt in an
invalid state, or cases where an invalid execution containsno valid prefixes where the
execution could be aborted without also ruling out some valid executions.

Another contribution of this study is to provide a proof thata truncation mechanism
that effectively enforces a security property under the equality as an equivalence relation
is strictly more powerful in a non uniform context than in a uniform one.

A more elaborate paradigm dealing with what constitutes a monitor could allow us
to ensure the satisfaction of the security property in at least some cases where doing
so in currently not feasible. For example, the monitor couldsuppress a sub-sequence
of the program, and keep it under observation until it is satisfied that the program ac-
tually satisfies the property and output it all at once. Alternatively, the monitor may
be allowed to insert some actions at the end of an invalid sequence in order to guar-
antee that the sequence is aborted in a valid state. Such monitors are suggested in [3],



16 H. Chabot, R. Khoury and N. Tawbi

their use would extend this approach to a more powerful framework. Another question
that remains open is to determine how often the algorithm will succeed in finding a
suitable instrumented code when tested on real programs. Weare currently developing
an implementation to investigate this question further andhope to gain insights as to
which of the above suggested extensions would provide the greatest increase in the set
of enforceable properties.

Finally, a distinctive aspect of the method under consideration is that unlike other
code instrumentation methods, ours induces no added runtime overhead. However, the
size of the instrumented program is increased in the orderO(m×n), wherem is the size
of the original program andn is the size of the property. The instrumentation algorithm
itself runs in timeO(p×c), wherep is the size of the automaton’s acceptance condition
andc is the number of cycles in the product automaton. In practice, graphs that abstract
programs have a comparatively small number of cycles.
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A Algorithm

In this section, we sketch out the algorithm that performs the transformations described
in the previous sections. The most interesting function isTrim, which eliminates the
inadmissible cycles if any and which aborts witherror if it is not possible to do so.

Algorithm A.1 Synthesizing the Instrumented Program LTS
Input: R /* The input Rabin automaton*/
Input: M /* The LTS*/
Output: T
1: letRP ← AutomataProduct(R,M)
2: letRT ← AddHalt(RP ) /* Adding the halt state*/
3: let T ← Trim(RT ) /* Removing non admissible cycles fromRT with all incident transitions

*/

Algorithm A.2 Trim

Input: RT

Output: T /* return T or abort witherror */
1: let QT ←BuildScc(RT ) /* Detect the strongly connected components and build the quotient

graphQT */
2: DetectCycles(QT,RT ) /* Detect all the cycles inRT */
3: Annotate(QT,RT ) /* Annotate each scc asA (all cycles admissible),N (all cycles non

admissible),B (both), orNC (no cycles)*/
4: SortScc(QT ) /* Sort thesccin reverse topological ordering*/
5: for all sccc in QT do
6: CheckForRemove(c) /* Visit sccs according to the reverse topological ordering*/
7: end for
8: let T ← update(QT,RT ) /* BuildT with states and transitions that have not been removed

fromQT */
9: if CheckRemovedTransitions(T ,M) then

10: return T
11: else
12: abort andreturn error

13: end if

– CheckRemovedTransitions is a function that scans all the states inT . Let q =
(q1, q2) ∈ T .Q a state inT . Note thatq1 ∈ R.Q andq2 ∈ M.Q. Let L(q) =
{a|(∃q′ ∈ T .Q| : (q, a, q′) ∈ T .δ}) andL′(q) = {a|(∃q′2 ∈ M.Q| : (q2, a, q′2) ∈
M.δ)}.
If there exists at least one stateq ∈ T .Q such thatL(q) ⊂ L′(q) andh is not an
immediate successor ofq then exit and returnfalse.
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Algorithm A.3 CheckForRemove(c)
Input: c

1: let Annot← GetAnnotation(c) /* Get thesccannotation*/
2: if Annot = A then
3: noop /* Leave unchanged*/
4: else ifAnnot = B then
5: abort andreturn error

6: else ifAnnot = NC then
7: if Succ(c) = ∅ then
8: Remove(c) /* Removec with its incident edges.Succ(c) is the set of the successors of

c in QT */
9: end if

10: else ifAnnot = N then
11: CheckN(c)
12: end if

Algorithm A.4 CheckN(c)
Input: c

1: if Succ(c) = ∅ then
2: Remove(c)
3: else ifAllAnnotA(Succ(c)) = {H} then
4: TryRemoveTransitions(c)
5: RemoveRemainingCycles(c)
6: else
7: abort andreturn error

8: end if

Where

– AllAnnotA(c) returns the set of all successors ofc annotatedA,
– TryRemoveTransitions(c) removes the transitions connecting states inc that satisfy

the following:(q, a, q′) is removable ifq hash as an immediate successor and ifq′

is in c,
– RemoveRemainingCycles(c) removes the remaining cycles inc with all their in-

cident edges. This procedure also removes the states that are no longer accessible
with their incident edges.

B Proof

In what follows, we give a sketch of a proof showing that whenever the algorithm suc-
ceed in constructing an LTST requirements 4.1 and 4.2 hold.

Proof of requirement 4.1
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There are two cases to consider, namely the case whereP̂(σ) and the case where
¬P̂(σ).

– Case 1,P̂(σ):
We begin by showing thatσ = τ . By contradiction, ifσ 6= τ then there exists a
transitiont in RT , used byσ, but absent inτ . Yet, such a transition could not have
been eliminated during the transformation phase ofRT . We will show that this is
the case both for transitions that occur inside asccor connecting two differentsccs.
Note thatP̂(σ) means thatσ reaches an admissible cycle starting from the initial
state.

• t = (q1, a, q2) with q1, q2 in the samesccc. Thesccs are treated by our al-
gorithm based on whether the cycles they contain are admissible or not. We
examine each possibility in turn.
∗ c contains only admissible cycles: In such a case, thesccis preserved inT

by algorithm A.3 lines 1-2. Furthermore, since ascccan only be removed
if it has no admissible successors (A.3 lines 7 and 8 and A.4 lines 1 and 2),
c will remain accessible inT .

∗ c contains both admissible and inadmissible cycles. In such acase, we can-
not constructT and are forced to returnerror .

∗ c contains only inadmissible cycles. Thescc is removed only if it has no
successor (lines 1 and 2 of A.4). In this case, the execution reaching this
scccannot be valid. If after crossingc,the execution can reach asccwith
admissible cycles other thanH we have to abort witherror , (line 7 in
A.4). Otherwise, the transitiont may be removed only if doing so does not
remove any initial paths toH . We thus remove only the transitions that
go from immediate predecessors ofH to another state in thescc (cf the
explanation of the functionTryRemove Transitions). To sum up, a
transition inc is removed only if it cannot allow the execution to reach an
admissible cycle.

∗ c contains no cycles. It can only be removed if it has no successors, (lines
6,7 and 8 in A.3). Note that ifc has a successorc′ with no cycle, we can
show that fromc′ we can reach an admissible cycle, otherwise it would
have been removed during some previous iteration.

• t = (q1, a, q2) with q1 ∈ c1 andq2 ∈ c2, c1 6= c2. Such a transition is only
removed if its destination is a state in ascc that is removed.
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As discussed above, such anscc can never be a part of a valid path.

P̂(τ ) follows immediately fromσ = τ andP̂(σ).
– Case 2 :¬P̂(σ).

Since our method consists exclusively in removing, rather than adding states and
transitions, it is obvious that the executionτ emitted byT when runningσ is either
equal toσ , or is a prefix of it. To show that such a sequenceτ would always respect
the property, we must consider two cases, namelyτ is infinite andτ is finite.

• τ is infinite. In such a case, the proof thatP̂(τ ) proceeds by contradiction. Let
τ be an invalid infinite sequence,τ must enter an inadmissible cycle. Yet, all
scc containing such cycles were removed fromRT by algorithm A.4 line 2 or
line 5. And if we were unable to remove them an error message would have
been produced without generatingT .

• τ is finite. In this case,σ has been halted inh producingτ or it reached anend
state, after executing anaend transition. We know that an execution reaching
the end state satisfy the property, since we have kept inRT only executions
satisfyingP̂ . We have been careful to not remove transitions that could belong
to an execution inLM without being sure that the origin of the removed tran-
sition is a state that is a predecessor ofh, σ could not reach but anend state or
h, thus we can be sure that we haveP̂(τ).

Proof of requirement 4.2 The first half on the conjunction is immediate from the
construction process ofT . Since we have have not added any new states or transitions,
safe those needed to abort the execution when needed, it follows than any execution
that remains inT was already present inM. Once again we have to examine the cases
of τ being finite or infinite separately.

– τ is infinite. In such a case,τ can only be invalid if it enters an inadmissible cycle.
As discussed above, all such cycles were removed fromT by algorithm A.4 line 2
or line 5.

– τ is finite. Likewise, we have already ascertained that any such sequence must be
valid, since it necessarily ends in a safeend or halt state.


